












































 

 

CHAPTER-1 

Introduction 
 

1.1 Introduction 

The COVID-19 pandemic has caused a major revolution in the Information Technology realm, 

making cloud services the backbone of almost all organizations by 2025. As most offices were 

required to operate their businesses from various remote locations due to the pandemic, the 

adoption of cloud services has increased. The cloud makes it possible to edit or share data from 

any place with an Internet link. The cloud eliminates the necessity for investment in physical 

storage purchase, it provides stratified security systems for authorized users, it's created service 

accessibility very economic. However, everything comes with its advantages and 

disadvantages.  

The rapid use of cloud services has gathered the interest of security attackers, who are 

formulating various means to infringe into the secured system, incidentally, many novice 

business houses are establishing online presence without a proper security agreement. Mobile 

devices are becoming more intelligent by connecting to the internet, and the world is 

experiencing an extraordinary use of mobile devices [1].  Various technological innovations 

and developments over the past few years have made the Internet of Things (IoT) more and 

more relevant. There are examples of connected automobiles, wearable computers, and large-

scale wireless sensor networks [2],[3] .  

As IoT devices get more and more sophisticated, they will be able to perform 

computationally intensive tasks, like surveillance, interactive online games, and face 

recognition. The devices, however, may have trouble executing these applications due to their 

resource limitations, which could result in an unacceptable quality of experience for end-users 

[4]. IoT applications have been utilizing cloud computing services for more than a decade [5] 

to relieve mobile devices from computationally challenging tasks. In addition to virtualization, 

which offers an isolated environment for IoT facilities to run in the cloud [6], cloud computing 

also takes advantage of virtualization.  

It is largely due to this support that computation offloading has received extensive 

consideration. As a result, the quality of experience can be enhanced as computation tasks are 

offloaded from resource-limited IoT devices to resource-rich cloud structure [7]. Consequently, 
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every application is segmented into different granular levels, such as tasks, classes, methods, 

threads, etc.  

Cloud servers are used for offloading computation-demanding partitions that are 

suitable for remote execution based on parameters including mobile devices, their application 

module, and network designs [8]. Several offloading frameworks have been suggested, 

including Clonecloud [9] and MAUI [10]. Offloading computations results in a substantial 

increase in the quality of the user's experience and reduction in the device's energy 

consumption.  

Digital transformation across various business segments is analyzed and rated in the 

Cisco Annual Internet Report[11]. Within the next ten years, almost two-thirds of the global 

population will have access to the Internet. This translates to 5.3 billion users worldwide. More 

than three times the global population will be connected to IP networks by 2023 [11]. Every 

individual will own 3.6 devices linked to IP networks. The average 5G mobile connection 

speed is expected to be 13 times faster by 2023. By 2023, 5G connectivity will average 575 

Mbps. 

1.2 Fog Computing Architecture 

The cloud enables clients to access a range of computing resources such as servers, storage, 

databases, networking, software, analytics, and intelligence through the Internet in order to 

enable faster innovation and flexibility. A cloud service provider provides businesses with 

access to anything from applications to storage, rather than owning their own computing 

infrastructure and data centers. In addition to saving upfront costs and complexity, cloud 

computing allows companies to simply purchase the services they need when they need them, 

rather than having to own and maintain their own IT infrastructure. Since the cloud 

infrastructure are located far from the user, it may incur additional latency, bandwidth, and 

energy utilization, therefore the existence of an intermediary level a fog device as per Figure 

1.1 between the cloud and mobile devices, permits tasks to be performed quicker to them to 

decrease latency. Consequently, bandwidth and energy utilization are diminished, and real-

time tasks are enabled.  

As a result, it is important to look "beyond the cloud" and towards the edge of the 

network, also called edge computing, fog computing, or Cloudlet computing [12], [13].The 

infrastructures of these technologies are different. When computation occurs at the edge of a 

network, resources available at neighboring edges are typically combined. 
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“Edge Computing refers to the enabling technologies that allow computation to be performed 

at the edge of the network and it should happen at the proximity of the data sources” [14]. 

Therefore, the applications are expected to be executed on virtualized hardware close 

to the end user devices, thereby reducing the distance between them. As a result, applications 

can be processed in real-time, providing users with a quicker response time. As opposed to 

Mobile Cloud Computing (MCC), all mobile devices have cutting-edge communication 

mechanisms such as WiFi, Bluetooth, and WiMax, so that they don't solely depend on the 

mobile network [12]. Edge nodes can safely offload tasks and partition workloads [15] without 

compromising QoS or QoE in today's edge environment. 

 

Figure 1.1 Fog Computing Architecture 

1.3 Classification of Edge Computing Nodes 

A grouping of adjacent devices called edges is used to offload computation-intensive tasks, 

including routers, switches, wireless access points, gateways, intercomputer networks, and 

video observation cameras [15] as given in Figure 1.1 Computers, storage devices, and 

networks are key qualities of edge devices, so they can all be categorized as edge devices. 

Generally, edge nodes are grouped into three forms based on their role and attributes [12]. 

1. Dumb Consumer and producer devices 

2. Smart edge devices with sensors that can sense and compute their own data (only) 
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3. Smart edge devices provide IT capability such as processes, information, technology, 

and other resources to run diverse applications. 

Imagine a smart city application setup in which a bus stop is furnished with gas sensors 

such as MQ135, MQ7, etc., which are attached to devices such as Single Board Computers 

(SBCs) or a regular microcontroller, or themselves augmented with communication circuits to 

observe the air quality. Wired sensor circuits are good example of dumb devices in which the 

edge devices act as ordinary data creators, while the accumulated data is redirected to the main 

edge devices for managing.  

Smart edge devices like NodeMCU can handle the air quality index based on measurements 

of CO, Benzene, NO2, and SO2 from air quality sensors in the area and measure pollution 

gravity accordingly. With truly smart edge devices such as SBCs and mini-PCs, they can 

process their own data and utilize virtualized hardware resources to execute other applications, 

both from dumb and smart devices. 

1.4 Offloading Scenarios in Edge Computing 

MCC offloading offers the capability to offload and separate binary tasks [9], [10], [16] to 

higher-performance servers by offloading resource-intensive tasks of applications under high 

load. Thus, most of the prior experiments have aimed on obtaining the best method for 

offloading single-site data from the end node to the cloud.  

 

Figure 1.2 Offloading Scenarios in Remote Execution 

However, when edge computing is implemented, there are different scenarios that can be 

applied to executing an offloadable computation [17], [18]. Figure 1.2 illustrates various 
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offloading scenarios in a computing edge environment. In scenario (1), end users offload 

computation to gateways or compute nodes or network components. 

The offloading in scenario (2) arises between the end devices or nearby devices. In 

scenario (3), computing can be offloaded from user to the cloud. Edge computing can be 

implemented in various ways between the end nodes and the cloud. For instance, a vehicle can 

serve as an edge between a smartphone and the cloud. A smartphone acts as an edge between 

wearables and the cloud. In the same way, roadside traffic control equipment serves as an edge 

between vehicles and clouds, and Cloudlet [19] , Clone Cloud, and Micro Data Center (MDC) 

[20] all serve as edges between smartphones and clouds. 

Therefore, in order to avoid a considerable increase in both application execution time and 

device energy consumption, it is desirable to choose multiple site locations (Scenarios 1 and 2) 

and keep granularity levels as fine as possible to enable computation offloading at the edge 

[25]. Due to the combinatorial nature of the search space of tasks and machines, multisite 

offloading decisions are different from binary partitioning to effectively utilize the resources 

available from multiple edge devices.  

1.5 Motivation 

In this section, the practical scenario is discussed that motivated the development of a hybrid 

task allocation algorithm for computation offloading in fog and cloud computing, additionally 

we discuss the performance optimization and evaluation of computation offloading in Fog 

architecture. The reference case study for this research is smart crowd surveillance scenarios. 

The relationship between the surveillance device is shown in Figure 1.3 

Among the tasks performed in this scenario are offloading decision making based on 

channel gain, detecting crowds with smart cameras, offloading tasks to fog, clustering the task, 

handing off tasks to the cloud if fog resources are unavailable, and storing log files in the cloud 

to allow further analysis. Diverse edge nodes present in the surveillance infrastructure can be 

of multiplatform architecture and consist of devices like Raspberry Pi2, Pi3, Intel Galileo, Node 

MCU, Arduino with GSM module, Intel Mini PC, etc., and employ their own interaction mode 

like Wi-Fi, Bluetooth, Mobile network, via radio signals, as shown in Figure 1.4. A Raspberry 

Pi is used as the source machine for the transit data streaming from the surveillance camera. 

Image streams are tasks in the system architecture. The host device is unable to handle these 

because they are computationally demanding. Either they should be transferred to the cloud, or 
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local dispensation should be done. Tasks like crowd analysis and actuation models, however, 

require a real-time response, so off-loading to the cloud is not an effective solution. 

 

Figure 1.3 Smart Crowd Surveillance Flowchart 

In addition, due to the trade-off between cost of resources and deployment of devices, 

the devices cannot be enriched with enough resources to be self-sufficient. While the data 

sources are not equipped with computationally intensive system resources, a few efficient 

intermediary devices are available nearby and remain untapped. If these resources are exploited 

efficiently, using the wireless channel gain parameters, critical tasks like crowd analysis and 

representation can be accomplished with real-time response [26]. Considering the fog 
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computing architecture, it is crucial to make the most efficient use of resources by offloading 

them appropriately. As a result, offloading these tasks to nearby devices ensures real-time 

responses while reducing energy consumption.  

Figure 1.4 Communication Mechanism 

Moreover, the count of data infringements and phishing incidents related to the cloud is 

rising. Attackers are infecting the cloud with malware to cause interference and disruption of 

the system. Therefore, it is necessary to pull proactive ways and standards to safeguard cloud 

security for essential services. 

1.6 OBJECTIVE AND SCOPE OF WORK 

There are three objectives of the research. 

1. Based on device latency and energy consumption, mathematically determine 

computation offloading for a constrained device in a fog computing architecture during 

the whole process.  

2. Design a computation offloading model which offloads data based on cost function 

composed of process latency, memory consumption, and model accuracy.  

3. Simulate and design a Hybrid Decision Model using fog computing. The model should 

be able to delegate task to a cloud or fog server based on a threshold value for efficient 

and intime computation of data. 
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1.7 Thesis Statement and Contributions 

The pragmaticism of a fog computing model depend upon the performance of the system by 

appropriately employing algorithm for optimization and consequently leveraging scalability to 

the computing architecture. Additionally, the model is designed to evaluate and analyze the 

computing model requirement by deploying the threshold as a parameter.  

Discussing the contribution of computation offloading models, it determines the devices 

that can be offloaded, and an analysis model captures the performance attributes of the target 

machine. This model eases performance analysis and algorithm design for hybrid cluster 

algorithms.  

The contribution of the dissertation is in selection of a wireless node for offloading, and 

then evaluating the resources available for computation offloading in fog architectures. 

1. Our work presents a realistic computation model for understanding the performance of 

the user node and the availability of clustered computation resources. This 

computational model forms the basis of the thesis research, which is used as a tool to 

support performance optimization analysis and algorithm design. 

2. Based on the cost function, which includes latency, memory consumption, and model 

accuracy, an offloading decision is made. When it comes to data offloading, KNN's 

topology is almost 99% accurate and can be trained quickly. On a comparative basis, it 

outperforms other approaches to machine learning. 

3. A fog computing-based smart crowd surveillance system is presented using iFogSim 

simulator that uses computer vision to determine the region's status, allowing regional 

authorities to administer a region efficiently with minimum time investment. The 

proposed cloud-based architecture is compared to a fog-based architecture. Results show 

that not only does fog minimize latency, but its network usage is also lower. 

 

 

 

1.8 Thesis Organization 

The thesis consists of seven chapters which are as follows: 

Chapter 1: It explains the importance, classification and inspiration of computation offloading 

in fog computing that reduces bottlenecks as required by the application.    
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Chapter 2:  Provides an overview of the framework and techniques for cloud computing and 

fog computing in terms of computation offloading. 

Chapter 3: Presents a detailed literature review of offloading objectives, trends, decisions, and 

profiling, as well as the partitioning of tasks in computation offloading. 

Chapter 4: Presents a mathematical analysis of the energy consumption and latency associated 

with local computing data versus fog computing.   

Chapter 5: Presents a fog computing network topology that implements a K nearest neighbor 

time critical optimization algorithm that decides when to offload based on the cost function, 

which includes the latency, the amount of memory consumed, and the algorithm's accuracy. 

Chapter 6: Presents an algorithm that determines whether the task should be offloaded to a fog 

or cloud server based on the state of each fog node. To reduce communication times, the 

algorithm also assigns fragments of a task to a single device. 

Chapter 7: Finally, discusses the important contributions of the implemented work and future 

research directions. 

1.9 Chapter Summary 

In this chapter, we discuss the need for computation offloading in IoT applications. There are 

several sections in the chapter, including those that relate to the architecture of fog computing, 

classification of edge computing nodes, offloading scenarios in edge computing, as well as the 

motivation, objectives, and significant contributions made to the field. 



 

 

CHAPTER-2 

Fog Offloading Background 

2.1 Introduction 

The chapter discusses the various frameworks for offloading intensive data to resource-rich 

devices. These frameworks are discussed in detail in terms of their limitations, features, and 

advantages. The study outlines various types of offloading algorithms, such as model-free and 

model-based algorithms based on prediction, trial and error, and reinforcement learning. 

Following this, various offloading strategies including offloading processes, offloading 

models, and offloading decisions are explored. The simulation tools that are available for fog 

offloading are reviewed as well. 

  

2.2 Frameworks for Offloading in Fog Computing 

This section presents various offloading structures by discussing the approach of each 

framework. At the end of this section, the frameworks will be evaluated in terms of their 

significant properties. 

MAUI: The main objective of MAUI [10] is to optimize energy efficiency on 

smartphones through offloading. Through a continuous profiling process, MAUI allows for 

highly dynamic offloading. Using this framework, the mobile user can have the illusion that 

the entire application is running on the mobile device and is unaware of the complexity of a 

remote execution. As shown in Figure 2.1 MAUI partitions are based on developer 

observations indicating which elements may be performed remotely and which cannot. Two 

conditions must be met during the planning phase: (1) Both the mobile device and the server 

should contain the application binaries, and (2) proxies, profilers, and solvers should be 

mounted on both platforms. MAUI profiler determines device features at the start and then, it 

continuously examines the program and network attributes during the entire execution phase 

since these attributes are subject to change and any outdated or inaccurate measurement could 

lead MAUI to make mistakes. At runtime the offloading decisions are taken.  

Depending on the decision of the MAUI solver, the framework determines which 

components need to be remotely executed. These decisions are based on the opinions of the 

MAUI profiler. The Figure 2.1 illustrates the MAUI architecture. Among the elements of the 

framework for smartphones are a proxy, a profiler, and a solver. The MAUI profiler assesses 
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each method for its energy-saving ability and obtains status information about the device and 

the network each time it is called.  

In addition to the MAUI solver, the proxy is accountable for control and data transfer 

between the server and the smartphone; it is based on the calculations offered by the profiler. 

Like their client-side counterparts, the profiler and the server proxy perform similar functions 

on the server. Inbound calls are verified, and resources are allocated by the MAUI controller 

[10].  

 
Figure 2.1 MAUI's architecture at a glance [10] 

Various applications such as face recognition, chase game and video games were 

designed by the author to execute and compare standalone mobile phones with MAUI. The 

result showed a strong amount of energy saving using MAUI.   

 

Phone2Cloud: A computation offloading framework called Phone2Cloud is presented 

by Xia et al [21]. Aims of the project were to improve the performance of the application and 

make smartphones more energy efficient. By conducting application experiments as well as 

scenario experiments, authors can fully quantify the reduction in energy usage of the system. 

As shown in Figure 2.1 Phone2Cloud [21] is a framework for semi-automatic cloud offloading. 
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It is necessary to modify applications during preparation step to make them compatible for 

execution on cloud servers, before running them on the cloud and receiving the results. To 

decide whether to offload, a static analysis is conducted while taking user delay tolerance into 

consideration. This framework provides a simple model for predicting potential WiFi 

connectivity delays for delay tolerant applications.  

 

To maximize offloading on WiFi, the threshold is based on the application's tolerance 

threshold while avoiding causing transfers to be delayed [22]. Instead of transmitting data 

immediately, the framework will wait until WiFi is available (only if the application can receive 

savings using 4G within the delay tolerance). Applications can be offloaded to a cloud server 

in full or in part according to a framework's capabilities [22]. To serve as a cloud in 

Phone2Cloud, Android and Hadoop environments were used. This system comprises several 

elements, involving an offloading decision mechanism, a remote implementation 

administrator, a bandwidth supervisor, a resource administrator, an execution time analyst, and 

an offloading proxy that ties these components together. 

 
Figure 2.2 Phone2Cloud Architecture [21] 

To analyse the power consumption caused by offloading, a decision engine is built. 

Comparisons are made before execution in two different ways. 

a. The user can set a delay tolerance threshold using smart mobile devices based 

on the average execution time. 



 

13 
 

b. The study investigated the energy consumed when executing smart mobile 

applications and compared it to the energy consumed when executing the same 

application in the cloud.  

 

We compare average execution times with the user's delay-tolerance thresholds. A 

cloud offloading will take place if the user's delay tolerance is less than the average 

performance time. As an alternative, it checks whether running the application on the cloud 

would be more energy-intensive than running it on a smart mobile device. The application is 

then executed locally if this is the case otherwise the cloud-based application is used.  

A diagram illustrating the Phone2Cloud architecture is given in Figure 2.2 There are 

five critical components to Phone2Cloud. 

1. Execution time: Predicting the execution time is one of the main features in 

Phone2Cloud. A mobile application's average execution time on a mobile device can 

be determined using this method. 

2. Bandwidth monitoring and resource monitoring: Bandwidth monitor identifies 

what bandwidth is being used, and resource monitoring monitors CPU workloads, 

among other resources. Monitors are used for two purposes: offloading decision making 

and execution timing 

3. Remote execution proxy: This proxy sends input data to the remote execution 

server, receives findings from the remote execution server, and sends back those 

findings to the mobile application.  

4. offloading decision engine: A core component of Phone2Cloud is the offloading 

decision engine. By evaluating whether the components of the application can be 

offloaded from the device to the cloud server, the offloading decision engine decides 

whether to offload them. If the local execution manager detects that an application 

should be run locally, it uses the local execution manager to run the task. A computation 

can, instead, be offloaded to the cloud via the offloading proxy 

5. Local execution and remote execution: A local execution manager executes 

applications locally on the SMD, while a remote execution manager executes them 

remotely. During execution, the SMD's operating system is invoked, such as Android 

OS. The remote execution manager runs the offloaded computation in the cloud upon 

receiving inputs from the remote execution proxy. Results are returned to the remote 

execution proxy. 

 



 

14 
 

In this article, the authors explain how energy consumption and execution time will be 

affected. In addition to word count and pathfinder, sort applications are evaluated as well. The 

framework optimizes application performance and enhances the user experience by conserving 

energy. Compared to a cloud server, a face finder on a smartphone consumes more energy, 

with the discrepancy growing as the input increases and due to the lower energy costs 

associated with data transmission, this can be achieved. On top of that, the energy consumption 

of smartphones has increased faster than the energy consumption of servers, facefinder 

applications should therefore be hosted in the cloud. 

 

Cloudlet: Real time limitations mainly network latency indicate, that offloading data 

to the cloud is not an easy task. Therefore, clouds in the form of cloudlets must be stationed 

near the mobile devices. A cloudlet is a unique VM based framework that accepts offloaded 

tasks from remote devices, as suggested by Satyanarayanan et al in [19] . Cloudlets are single 

hop away devices from mobile users aiding in elasticity, mobility, and scalability of a system. 

   

For the framework to function, a remote host needs to be cloned from the mobile device 

application managing environment. This method offloads the entire application using a virtual 

machine, more specifically by employing dynamic virtual machine synthesis, which captures 

and separates the guest application from the cloudlet's host application. Mobile phones serve 

simply as thin client user interface, but cloudlet infrastructure handles the real application 

processing.  

 
Figure 2.3 Cloudlet Illustration [19] 

In Figure 2.3, cloudlets are a kind of Internet infrastructure component that allows local 

mobile devices to use nearby storage and computational resources without having to access 
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remote cloud resources with long latency times. Mobile device mobility poses the biggest 

challenge for mobile users connected to cloudlets, which can be placed in public areas, such as 

coffee shops, so that mobile device can link up and act as thin clients.  

 

Cloudlets can be discovered and situated in one-hop distance to mobile devices. 

Cloudlet Host and Mobile Client make up the core architecture. A Discovery Service runs in 

the cloudlet host and publishes metadata on cloudlets, these metadata (for example, the IP 

address and socket to join to the cloudlet) serve as the basis for selecting the appropriate 

cloudlet to outsource computations. 

 
Figure 2.4 Architecture of Cloudlet [23] 

 

 Following the determination of the cloudlet for offloading, the mobile device transmits 

the code and metadata to the cloudlet server. The cloudlet installs the application code into the 

guest Virtual Machine. The application execution is then launched once the deployment is 

complete. Consider a situation where the user needs to run a computation demanding 

application. The application can find a nearby cloudlet and offload the compute demanding 

user application. When connectivity is lost, the mobile app will find a unique cloudlet and run 

the application shortly after. 
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Jade: A completely different view is presented by Qian et al. regarding offloading. In 

[24] , there is a system that determines offloading to be implemented automatically based on 

applications and devices. Its aim was to reduce developer problems in building energy-aware 

mobile applications while increasing the benefits of computation offloading.  

 
Figure 2.5 Overview of Jade [24] 

According to the data collected during segmentation, applications in Jade are divided 

at the class level. To determine application and device status, the system monitors 

communication costs, workload deviations, and energy status. Developers have complete 

control over how the application is separated, and how remote device code cooperates with 

local device code, with the framework supplying a refined programming model and an 

extensive API set. At runtime, offloading choices are made to decide where to execute code. 

Server types supported by Jade are (1) Android servers and (2) non-Android servers operating 

Windows and Linux. It is necessary to install Java on non-Android servers to support Jade. Its 

runtime engine operates as Java on a non-Android server. Jade dynamically changes its 

offloading decision based on device status to minimize energy consumption. In Figure 2.5 we 

see the Jade framework architecture. For offloading a computation, the system performs the 

following tasks: 
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Profiling: To decide offloading decisions correctly, the framework must update the 

data regarding the status of the device and its application. Applications can be profiled by 

calculating energy utilization, data size, accomplishment time, and memory usage.  

Furthermore, device profiling gathers details about the status of a device, such as a device's 

power consumption, CPU use, and wireless connection. 

Communicating with the server: Offloading code from the mobile user, the 

arrangement must have the facility to (1) join to remote servers, (2) co-ordinate with the remote 

server for offloaded element, (3) transmit data between the mobile and the server, (4) keep 

tracking the remote implementation, and (5) save log of the connected devices (e.g., speed, 

hardware composition).  

Optimization: To reduce energy utilization and improve application performance, the 

framework determines the optimal offloading approach. A face detection application is used to 

verify the amount of power Jade can save for mobile devices. The study found that the use of 

Jade reduced power consumption for face recognition applications. There was a 34% decrease 

in average power consumption. 

CloneCloud: In the CloneCloud framework, Chun et al. [25] describe offloading 

intensive components to the cloud servers to enhance battery life and its operation on host 

devices. In this framework, the splitting step blends static analysis with program profiling to 

create a set of offloadable modules. However, some restrictions must be met, such as mobile 

sensing method need to be accomplished locally. Applications are partitioned on a thread-by-

thread basis. In static analysis, the goal is to identify potential relocation points, while profiling 

is used to construct an offloading and execution cost model.  

 

Application partitioning and integration are carried out at the application level. In this 

approach, the offloading decision is made at runtime, and the mobile device threads are 

transferred to the clone in the cloud. In CloneCloud, all thread must be suspended and then 

thread states should be moved to the server, and then it is resumed on the server so that 

computational elements can be offloaded. The CloneCloud framework is built on VM instance 

migration to the cloud server.  

As shown in Figure 2.6 an initial copy of the smartphone's software is built in the cloud, 

and these are periodically synchronized. The results of the execution on the clone are then 

integrated back into the smartphone state after the offloaded components are executed. The 

CloneCloud platform employs dynamic offloading. A distributed execution system in 
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CloneCloud was then designed to allocate a precise separation of an application process to an 

application-level virtual system.  

 

 
Figure 2.6 Execution model of CloneCloud [25] 

The CloneCloud follows various steps. Each partitioned application attempted to be run 

by a user, the framework scans a pre-computed partition database to determine the present 

situation of execution such as network bandwidth and cloud resources, later it builds a partition 

configuration file. The application binary loads the partition, which implements the chosen 

techniques with migration then mobile device's process implementation is halted and its state 

is packaged up and dispatched to a synchronized clone once it achieves a migration point. The 

thread state is cloned into a new thread with the similar stack and available heap objects, and 

then resumed.  

When the migrated thread reaches a re-assembly point on a cloud server, it is 

suspended, bundled, and returned to the mobile device. At the end, the obtained wrapped thread 

is combined with the original activity in the mobile device. Later the author implemented few 

applications namely virus scanner, image search, privacy preserving targeted advertising to 

evaluate the prototype.  The author clearly indicates that greater workloads benefit from 

offloading due to the decline of the migration cost over a longer computation [25].  
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2.3 Computation Offloading Categories 

Computation offloading algorithms in a fog environment fall into model-based and model-free. 

The former involves a model to predict the transition of environmental states. Furthermore, 

model-free algorithms use trial-and-error strategies to guide users to act by observing the 

neighboring environments. 

2.3.1 Model-based Algorithms  

Over the last few years, a wide range of offloading methods have been proposed based on 

convex optimization [26], [27]–[29], [30]–[37] , stochastic geometry [38], game theory [34]–

[36], [39], and matching theory [40]–[43], with a view to maximizing task duration, energy 

consumption, and system utility or their combination. Depending on how many edge servers a 

single mobile user can offload tasks to, existing algorithms can be further classified into two 

groups. 

Single-server offloading: In [32], Wang et al. examined the MEC systems equipped 

with an in-network caching function and suggests a task offloading mechanism to maximize 

system utility under constraints such as radio spectrum, computational resources, and storage 

capacity. Wang et al. [33], shed light on a situation for a MEC that harvests energy from the 

environment in order to perform tasks. By using an algorithm for reducing energy consumption 

without complete knowledge of the Channel state information (CSI), the authors established a 

heuristic algorithm. The task offloading dilemma was examined by Zhan et al. [37] by seeing 

the impact of user mobility. Using an incentive system [44], Li et al. enhanced the social 

welfare of mobile users and edge servers by promoting them to cooperate with each other. 

In[45], Pu et al. explored the matching theory that was used to inspect the likelihood of task 

offloading in MEC architectures so that energy consumption would be reduced while incentive-

friendly conditions would be satisfied to avoid mobile users from using edge resources 

unreasonably. 

Multi-server offloading: The author in [46] proposed a technique for allocating tasks 

and scaling CPU resources in MEC, in which task assignments and task durations for a single 

mobile user could be assigned to various edge servers to balance energy utilization and resource 

expenditure. The overall delay minimization problem has been solved by using task offloading 

in a software defined Ultra-Dense Network (UDN) environment [47]. Based on global data 

collected by a centralized Software Defined Ultra-Dense Network (SD-UDN) controller, 

mobile devices are intelligently guided to offload processing tasks to edge servers. An Markov 

decision process (MDP) based task offloading algorithm was presented by Zhang et al. in [48], 
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targeting the reduction of delay with both incomplete and complete knowledge of state 

transition probabilities in vehicular edge computing scenarios. 

 

2.3.2 Model-free Algorithms  

Over the last several years, attempts have also been made to study task allotment and resource 

management for MEC systems using model-free reinforcement learning methods [49], [50]. 

According to [31], the authors established an attempt to mobile task-offloading based on a 

volatile multi-armed bandit (VMAB), which reduces communication delay, computation delay, 

and handover delay while meeting an energy budget limitation. According to Huang et al. [51], 

a wireless MEC network can either be configured with each task being performed locally or as 

a fully offloaded network. A task offloading framework based on DRL was then presented in 

order to devise an optimal binary offloading policy that would boost the overall computation 

rate within the context of its settings [52] proposes a partly observable MDP (POMDP) which 

is solved by an algorithm using decision guidelines that achieves individual rationality and 

incentives and establishes the optimal solution. The author [53] efficiently optimizes 

computational offloading and energy utilization in combination while contemplating the risk 

of a task not being complete within the maximum allowed delay.  

2.4 Offloading Strategies in Fog Computing 

When the device cannot meet the demands of the task with limited resources and high service 

levels, edge computing offloading technology is utilized so that part or all the tasks can be 

offloaded to the cloud with more superior and sufficient resources [54], [55]. With this 

approach, many of the flaws of conventional networks can be addressed. For instance, 

provision of user resources can enhance service execution, and power utilization can be 

reduced.  

 

2.4.1  Computation Offloading Process 

In mobile edge computing, task offloading involves six steps: perception of the MEC 

environment, allocation of tasks, decision to offload, the transmission of offloading tasks, and 

return of offloaded tasks. All through the process [56], offloading tasks is essential. In other 

words, the user chooses the proper decision-making mode based on the qualities of the task, 

which is a critical contributing factor of the user service experience. The Figure 2.7 shows what 

happens in the off-loading process.  
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Figure 2.7 Computation Offloading Process 

The system framework for mobile edge computing (MEC) is an infrastructure 

architecture running as a virtual machine, as has been explained in the previous section. MEC 

offloads a task when a user offloads it to the MEC within the range of communication when it 

is offloaded. Edge servers create VM environments corresponding to the tasks that have been 

submitted by users and then deliver the corresponding service to them [57] . Using the backhaul 

link, the MEC server sends the result of the task as soon as the computing task is 

completed. The system framework for mobile edge computing (MEC) is described as a virtual 

machine operating as an infrastructure[58]. A user can offload a task within the MEC's 

communicating range when they offload it from the MEC system.  

Edge servers create VM environments in response to tasks submitted by users and then 

provide corresponding services to users. The MEC server forwards the result of the processing 

of the task off-loaded by the user through its backhaul link when it has completed the task. 

After the virtual machine is destroyed, the MEC server reclaims some resources. There are two 

general categories of offloading in the MEC paradigm: partial offloading and binary offloading 

[59]. The computing tasks at the user cannot be partitioned when binary off-loading is used. 

Instead, they must be performed at the user or in the edge cloud. Partially offloading tasks can 

be performed at the user's office so that offloading processes can be performed locally. 

Offloading environment awareness: When users in the system have tasks to 

complete, the user interface (UE) recognizes the prevailing network environment [60]. It may 

be crucial to detect the current wireless channel environment and screen the current operation 

of edge computing servers that are anticipated to handle their own tasks. To some degree, these 

circumstances will influence the user's decision to offload. It could be considered as the stage 

prior to task off-loading. 

Task assignment: An offloaded task can be separated to some magnitude when it is 

demanded by the user. This group can do it simpler for users to make decisions on tasks. If the 
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processing capacities of the MEC are unreliable, the user can decide on it based on the task 

requirements. A user who conducts a computationally concentrated task may be willing to send 

it to a server with more resources in order to accomplish better execution. 

Off-loading decision: In short, the user's off-loading assessment consists of 

establishing whether the task needs to be off-loaded, the applicable percentage of off-loading, 

and the suitable power to accept the off-loaded data. The system embraces the applicable 

decision algorithm when a user makes up the choice to offload a task, along with various 

statistics of the task obligations. There are numerous aspects weighing into the decision, 

involving time limitations of task completion, task energy consumption, user experience, and 

cost of service. 

Task transfer: As soon as the user has decided to offload, the task is delivered to the 

MEC, which submits it to the edge cloud server for execution. The processing power and better 

resources of edge computing servers are superior to end-user machines, and they are located 

geographically closer to users than traditional cloud centers, providing very direct benefits in 

terms of energy consumption and latency. So, it can deliver better and more convenient services 

compared to traditional cloud offloading. 

MEC server execution: As soon as the user opt for a task and submits it to the MEC 

server, the edge server allocates virtual machines to the off-loaded task and employs its own 

resources to process the task. 

Returned results: Offloading is complete at this point. The result will be sent to the 

user through the backhaul link once the edge cloud has finished the task with its own resources. 

The response results are received by the users, and they can then process and use them as they 

see fit. In reaction to the volume processing results, the user may reload the delivery, or they 

may dismiss the request and disengage from the edge server. 

 

 

2.4.2 Offloading Model 

Decisions concerning offloading are precisely affected by the offloading model [61]–[63]. 

Several offloading models are presented for computing tasks, namely two-state offloading, and 

partial offloading. 

Binary offloading: Using dimorphic offloading, computing tasks are treated as 

separate and independent components. An independent computing task can be processed 

locally (without offload) or offloaded to the MEC server (offload). A triplet (D, C, T) represents 
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a task in this type of offloading model. Each bit in D indicates how many bits the task requires. 

The C code represents the computing power required by the task and the number of CPU cycles 

available. A time limit T represents how long it will take to complete the task. 

Partial offloading: Computed tasks can be subdivided into subtask modules for 

selective off-loading. These subtasks can be run locally or remotely. With the development of 

code decomposition and parallel processing, more and more attention are now being paid to 

this model. By refining offloading granularity, computing tasks can be carried out more 

efficiently and more quickly due to the parallel execution of each sub-task utilizing computing 

resources more rationally, thus improving offloading efficiency. In addition, subtask modules 

may be dependent on one another in the partial offload model (the outputs of one module may 

be used by another module). Order of execution of subtasks should be considered. Despite the 

partial offloading model improving the offloading efficiency by further refining the granularity 

of the offloading, it must consider the execution order between subtasks. Multiple users' tasks, 

resource allocation and offload decisions need to be considered separately when dealing with 

multiple users. An offloading scenario with two states is typically used in multi-user situations, 

while an offloading scenario without two states is typically used in situations with one user. 

 

2.4.3 Formulation of Task Offload Decision  

A transmission Hub Net that utilizes edge computing technology aims to optimize 

transmission station operations and maintenance by enabling local data analysis and 

processing[64]. Nevertheless, Hub Net's limited computing, storage, and power consumption 

allow it to offload the analysis of video and electricity from the master station server for 

processing. This is simply a matter of sending computing tasks and receiving results. By 

eliminating the need for local computing and storage resources, the problem of resource 

constraints can be effectively resolved. Technical support systems of transmission stations use 

computational offload technology to solve the joint optimization problem of computing 

resources and communication resources allocation. 

 To decide whether to offload a task, it is first determined where it will be executed 

(where), when it will be executed (when), what will be performed (what), and how much 

wireless and computing resources each task will consume. The two main modes of decision-

making are centralized control and decentralized control. 

Central station control: The centrally controlled computational offloading system 

assesses the status of the network's wireless channel, the number of resources, the total tasks 

executing concurrently, and the obligations of each task from a comprehensive viewpoint. 
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Scheduling, resource allocation, and offloading decisions should be optimized to achieve this 

objective. Base stations or MEC servers typically serve as the central control unit. An SDN 

controller with a global perspective can be a macro station, a single accumulation point, or a 

central control unit with a global perspective in a multi-cell collaboration scenario [65]. 

Distributed control: Multi-user utility function optimization does not optimize 

distributed computing offload control for multiple users[36]. It focuses on the preferences of 

each user/computing task. In a game theory or auction model, tasks are offloaded by a user that 

not only initiates but also decides. By modifying their search according to the focus and 

background of the research problem, users can do specific research. It is possible to acquire 

optimal (or suboptimal) task scheduling solutions from a global perspective via centralized 

control, but the intricacy is quite high. The Internet of Things application rely on distributed 

control. Due to many connected devices, the distributed control technique can arrive at the 

decision result immediately and with low complexity. 

 

2.5 Fog Simulation Tools 

Simulators simulate the functioning of prototypes and existing systems. Modeling and 

analyzing the behavior of a system over time is achieved by using simulators. It is beneficial 

to test new technologies using simulation tools before applying them to real systems. Fog 

computing is the newest expansion of cloud computing. Simulation tools are available for cloud 

computing but cannot be applied directly for fog computing studies; they must therefore be 

designed for the new requirements. Meanwhile, new simulation implements have been built 

particularly for fog computing. In this section our goal is to provide an overview of all the tools 

that are applied in the area of fog computing.  

 

iFogSim: The iFogSim suite was developed by Gupta et al.[66] as an addition to the 

CloudSim simulator [67]. IoT and fog models are easily simulated using iFogSim, one of the 

most popular tools available for this purpose. Physical topologies are represented using JSON 

files, written in Java and it simulate entities and services. Messages are exchanged to 

communicate. A simulator for IoT and fog environments, it uses event-based simulation to 

simulate applications. Resource management policies can be evaluated based on a variety of 

metrics such as energy consumption, operating costs, and congestion in networks. There are 

three components of the iFogSim architecture: physical, logical, and management. Sensors, 



 

25 
 

actuators, and fog devices are part of the physical components. Logic components are 

represented as directed graphs that illustrate the interaction of their modules. A user-friendly 

GUI can be used to build topologies, define physical characteristics, and draw physical 

elements. Alternative options include using Java APIs to define topologies. Applications are 

placed, scheduled, and monitored by a management component. 

  

FogTorch: Broggi et al. [68] describe a fog computing model consisting of Quality-of-

service (QoS) profiles, fog infrastructures, IoT apps, and deployment scenarios. The simulation 

tool called FogTorch is used to support this model. Developed in Java, the simulator lets 

developers specify the application requirements, adapt the fog infrastructure (including CPUs, 

RAM, and storage, as well as QoS policies relating to latency and bandwidth). There is no cost 

model offered by FogTorch. IoT applications can be deployed over fog computing systems 

with FogTorch𝜋 [69], an extension of FogTorch. As part of FogTorch𝜋, you can define QoS 

for communication links in relation to hardware, software, and QoS parameters inherited from 

FogTorch. Using Monte-Carlo methods, it generates sampling probability distributions to 

simulate the behavior of communication links. FogTorch𝜋 offers metrics for estimating 

resource utilization and comparing the quality of service. 

  

Edge-Fog: This simulator is implemented in python [70]. The edge devices are located 

on the outer layer, while the fog devices are found on the inner layer. A distributed system is 

formed by all of these devices. Additionally, the authors apply the Least Processing Cost First 

algorithm, which assigns work to available nodes based on least processing cost. By reducing 

the processing time and network costs, the project will decrease the processing time and 

network costs.  

 

FogNetSim++: FogNetSim++ [71]  provides a simulation framework that allows for 

the simulation of fog networks and devices. As a simulation library and framework, it is built 

on OMNeT++ [72], an open-source element-based C++ library commonly used in the 

academy. FogNetSim++ is a real-time, event-driven simulator that supports distributed data 

centers, fog nodes, sensors, and a broker node, integrated into a static or dynamic environment. 

Its responsibility is to handle the requests made by the other devices. FogNetSim++ provides 

energy and pricing models in addition to resource scheduling algorithms. Among other things, 

the pricing model is applicable to network components, storage components, and compute 

components. A detailed configuration option is available in the simulator. In addition, the user 
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can also create their own extensions to create a network environment. As far as execution time, 

CPU, and memory usage are concerned, FogNetSim++ is claimed to be scalable. 

 

Parallel Discrete Event Simulation: In [73], Tychalas and Karatza presented Parallel 

Discrete Event Simulation (PDES), a fog computing algorithm implemented in C. To reduce 

computing costs for individual tasks, authors combine available resources and bring computing 

resources close to the users. A task scheduling algorithm is the focus of the tool. 

 

Yet Another Fog Simulator (YAFS): Yet Another Fog Simulator (YAFS) is proposed 

in [74] as a simulation tool for cloud/fog.  YAFS was developed in Python, while input files 

illustrating tailored scenarios were in JSON. Its components include application, selection, 

placement, topology, population, and core. Dynamic interaction between the selection, 

placement, and population processes is required during simulation. The interface remains the 

same as with iFogSim and consists of modules whose services are provided, and messages are 

exchanged. To represent such distributed data flows, authors use directed acyclic graphs. Nodes 

in the graph represent modules from which data flows, and edges show the data switched 

amongst modules. 

 

FogDirMine: CISCO FogDirector, a tool for managing IoT applications on fog 

systems, can be modeled with FogDirMine [75], which is a Python-based simulation tool. 

Although FogDirMine cites the disposal of resources and the quality of service, there are no 

suggestions to costs. CISCO FogDirector is also supported by FogDirSim [76]. This is a Python 

application comprised of separate Representational State Transfer (REST) services. In 

FogDirSim, energy consumption, availability, and resource usage are considered in 

comparison to various management policies for applications and network topology. 

 

FogBus: A fog environment can be built using FogBus [77]. A combination of RESTful 

technologies and scripting languages is used in its development. There are many types of 

infrastructure devices, applications that can run on FogBus, and interactions between nodes are 

supported. The platform implements blockchain to provide authentication and encryption. An 

extensive number of components and services are gathered in this simulator, and their 

implementation is analyzed in terms of energy consumption, latency, CPU usage, and network 

performance. 
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MobFogSim: Modelling migration strategies and user mobility requires a great deal of 

effort in MobFogSim [78]. In addition to adding wireless connections to iFogSim, MobFogSim 

also allows mobility and migration features. The authors tested their simulator in a laboratory 

environment. Based on the results, they conclude that the tool is highly usable. Using iFogSim 

metrics, it improves the latency metric by inheriting the cost metrics. 

 

FogWorkFlowSim: It presents a new way to simulate fog computing using 

FogWorkFlowSim [79]. Java-based resource and task management tool with a user-friendly 

GUI. There are a few simple steps to the simulation process: (a) A fog computing environment 

where each layer is defined and parametrized by the user, (b) An application that lets a user to 

decide from predefined workflows or to design his/her own workflow, (c) It specifies the 

scheduling algorithm, the computational strategy, and the performance metrics, (d) The results 

section allows visualization and export of simulation results. Using FogWorkFlowSim, you 

can determine the execution of your system in terms of three different elements: time, energy, 

and processing costs. 

There is also the category of custom simulator tools, which are built for a specific 

purpose. Some of these simulators are based on those used in other areas, with little alterations 

and generalizations as shown in Table 2.1. Among other things, Abbas et. Al [80] created a 

truly client-side ecosystem and gathered target values.  As a performance measure for their 

projected Fog Security Service system, they used OPNET-based simulation[81].  PeerSim is 

used to assess the realization rate and latency of the authors' fog caching peer 2 peer architecture 

suggested in[82]. The Mobile Fog model (an API that provides communication to applications 

that can access fog resources) was implemented by Hong et al. [83] by integrating OMNeT++ 

[72], which was utilized to perform simulations. 

 

Table 2.1 Fog Simulator Technologies 

Simulator Implement 
Year 

Purpose Cost Metrics Design 
Technology 

iFogSim 
[66] 

2017 Management of resources: 
performance 

Consumption of energy and 
network congestion, as well as 
costs associated with operation 

CloudSim 
Extension, 
Java, JSON 

FogTorch 
[68] 

2017 Find eligible deployments of an 
application over a fog 
infrastructure 

QoS, reliability of links and 
nodes, power consumption, 
security, monetary costs 

Java 

Edge-Fog 
[70] 

2016 Distribute task processing on the 
participating 
cloud resources 

Not Applicable Python 
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FogTorch𝜋 
[69] 

2017 Same as FogTorch and many 
QoS profile according to a 
probability distribution 

Resource utilization 
and QoS accuracy 

Extension of 
FogTorch 

MyiFogSim 
[84] 

2017 Resource allocation Latency Extension of 
iFogSim 

FogBus 
[77] 

2019 Platform-independent interface 
for interacting and executing 
IoT applications 

Latency, energy, network, and 
CPU usage 

Android 

FogNetSim+ 
[71] 

2018 General simulation of Fog 
environments 

Energy module, 
scheduling algorithms, 
pricing model 

Based on 
OMNeT++ 

FogDirMime  
[75] 

2019 Support FogDirector[85] Not Applicable Python 

YAFS 
[74] 

2019 Analyze the design and 
deployment of applications 

Energy models, network 
utilization, response time, 
network delay 

Python, JSON 

FogDirSim 
[76] 

2018 Compare application 
management and 
infrastructure 
management policies 

Performce in terms of uptime, 
energy consumption, resource 
usage 

RESTful API, 
Python 

OPNET 
[81] 

2019 Cope with the massive amount 
of confidential and security 
sensitive data 

Processing time Visual studio, 
based 
on OPNET 

MobFogSim 
[78] 

2020 Evaluate application 
behaviour and performance 

Same as iFogSim Extends 
iFogSim 

 

2.6 Chapter Summary 

We present all the background work in this chapter that pertains to the framework for 

computation offloading in a fog environment. There are two types of computation offloading 

algorithms in a fog environment: model-based and model-free. With limited resources and high 

service levels, the device cannot meet the demands of the task, so edge computing offloading 

technology is used to offload part of or all the tasks to the cloud where resources are superior 

and sufficient. Many of the shortcomings of conventional networks can be addressed with this 

approach.  Based on the insights gained, the categories of research that contributed to the 

discussion were discussed.  

A comprehensive view of the requirements for data offloading is given by reviewing the 

tools and technologies. Models and existing systems are simulated using simulators. Simulators 

are used to model and analyze the behavior of a system over time. Before applying new 

technologies to real systems, it is important to test them with simulation tools. The simulation 

tools available for cloud computing can't be used directly for fog computing studies; these tools 

must be adapted to fit the new requirements. 



 

 

CHAPTER-3 

Literature Review 
 

3.1 Introduction 

As IoT and wireless technology develop, cutting-edge applications such as surveillance 

systems, traffic awareness, automatic driving, Industrial automation, and augmented reality are 

evolving with the potential to improve the efficiency and safety of the systems. Among the 

most exciting aspects of these new, high-tech applications are the obligation of analyzing large 

volumes of data to make sensible and informed decisions [86]. The host devices are confronted 

with a tremendous demand for computing power, which poses a great challenge to their 

constrained computing resources. The cloud is still the primary means of offloading a device’s 

heavy computational burden [87] but the high communication distance between the device and 

the cloud center can, however, cause elevated latency and poor consistency, resulting in poor 

performance and service quality. Furthermore, offloading can clog up overall networks [88].  

Cloud computing's shortcomings in terms of computational offloading have led to the 

beginning of fog computing. In contrast to cloud computing, where cloud servers are located 

far from the host users, fog devices move the computing properties to radio access network 

edges that help local fog servers to handle the computation tasks of the host users, allowing the 

transmissions over backhaul networks to be free of delays and capability constraints. 

3.2 Traditional Optimization Based Offloading 

In this literature review, we analyze traditional optimization-based offloading according to the 

objective and direction of the offload. 

3.2.1 Device-to-Device Offloading (D2D) 

Some research  discuss offloading device-to-device (D2D) [45], [89], [90]. Wang et al. [89] 

explored the mobility-assisted opportunistic computation offloading problem by assessing 

patterns of mobile device communications. Using convex optimization, it was decided how 

many computation tasks can be shifted among devices. The device-to-device (D2D) fogging 

framework recommended by Pu et al. [45] allows users to communicate computation and 

communication resources dynamically and usefully. By using D2D fogging, network-wide 

users can protect energy as they perform their tasks. Multi-access edge computing (MEC) is a 
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multicast-based task implementation framework recommended by Yu et al. [90] for wireless 

distributed computing and outcome sharing, several devices can work collectively at the edge 

of a network. In such a framework, the intention is to achieve a policy of task allocation for 

mobile users that is energy efficient as well as to build effective D2D links. To accomplish 

their objective, they accepted a tree-based Monte-Carlo search algorithm. 

3.2.2 D2F (Device-to-Fog), D2E (Device-to-Edge), and D2C (Device-to-Cloud) offloading  

Cloud-to-cloud offloading was addressed in [91] and fog-to-cloud offloading was addressed in 

[92]. The offloading of devices to edges was reviewed in [27], [93]–[98]. Using real-life 

scenarios, Barbera et al. [91] assessed the practicability of mobile computing offloading. The 

designers considered an architecture in which each real device is synchronized with a cloud-

based software clone. Using a Lyapunov optimization, Huang et al. [93] suggested a method 

for dynamic offloading that is energy efficient and maintains the latency required for face 

recognition applications. A MEC system employing energy harvesting technology has been 

investigated by Zhang et al. [94]. Regarding mobile devices, they formulated a weighted 

average of energy expenditure and computation latency minimization while contemplating 

battery level and queue stability. This was executed using the Lyapunov function. 

A multi-user MEC system has been proposed by Zhao et al. [95], where multiple smart 

mobile devices (SMDs) can delegate their tasks to a MEC server, which minimizes SMD 

energy consumption. Using a branch and bound optimization method, they matched the 

selection of offloading, the allocation of radio resources, and the distribution of computational 

resources. Using dynamic voltage scaling (DVS) technology, Wang et al.[96] explored partial 

computation offloading in mobile edge computing. There are two objectives in the optimization 

problem: energy consumption minimization from SMDs (ECM) and latency minimization 

from application execution (LM). Their approaches for dealing with the ECM, and LM 

problems, respectively, were named Energy Optimal Partial Computation Offloading (EPCO), 

and Latency Optimal Partial Computation Offloading (LPCO). 

Using the Markov decision model, Liu et al. [97] were able to accomplish the minimum 

average delay. This can be done by searching for the best scheduling algorithm. The task 

scheduling expressed here considers the queueing state of the task buffer, the local unit 

implementation state, and the transmission unit state to decide when the computation tasks 

should be scheduled. A Lyapunov-optimized approach to Dynamic Computation Offloading 

(LODCO) was developed by Mao et al. [27] to minimize execution delay and measure 
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performance using task failure. Using this algorithm, offloading decisions are made, CPU cycle 

frequencies are determined, and transmission power is determined for computation 

offloading. The process of making these decisions is, however, independent of the distribution 

of computation information, for example, wireless channels, energy harvesting processes, etc., 

as they are based solely on the system's current state. 

Chen et al. [98] proposed a method for the evaluation of energy harvesting policies 

using the Lyapunov optimization method for multi-user, multi-task computation offloading. 

As a result of establishing an offloading schedule, it is possible to determine how much energy 

will be harvested from each wireless device - the set of computations that can be transferred to 

the mobile edge cloud, the set of devices that can be assigned to each offloading request, and 

the amount of workload that the wireless devices can handle. [92] presented the Aura 

architecture, a mobile and localized ad-hoc cloud computing model that uses Internet of Things 

devices to enhance application enhancements and task offloading. An implementation of Aura 

on Contiki as well as a simplified Map-Reduce port demonstrated its practicality. 

3.2.3 Device-Fog-Cloud and Device-Edge-Cloud Vertical Upward Offloading 

A variety of offloading scenarios were adopted in research [99]–[101],  [102]–[105], including 

offloading from one entity to another entity and from one entity to another entity. [99] Gou et 

al. present a computational offloading method over Wi-Fi networks. Their solution involves 

offloading cloud-MEC collaborative computations to reduce the energy consumption of all 

MDs while meeting the execution time requirement. By analyzing the Nash equilibrium and 

applying the game theory, the authors proposed a distributed collaborative computation 

offloading scheme.  

A study by Sun et al. [100] used the latency-aware work-load offloading (LEAD) 

problem to devise a task offloading problem and reduce the average reaction time for wireless 

users. Their LEAD methodology decreased response times by offloading assignments to 

suitable cloudlets. By leveraging cloud computing and offloading mobile workloads for remote 

execution in the cloud, Tong et al. [101] suggested a ordered edge cloud architecture to enhance 

mobile computing implementation. To optimize the deployment of resources and the 

positioning of workloads, they used simulated annealing (SA) [106] to ascertain what programs 

should be run on which edge cloud servers. A simulation study was performed using a more 

extensive topology and a proposed algorithm for workload placement was evaluated on a small 

scale. 
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Rodrigues et al. [102] described a heuristic algorithm for offloading tasks to reach local, 

nearby, or remote clouds. UEs were primarily responsible for defining how tasks should be 

offloaded. The device then picks a different location for processing the request and calculates 

the variation in latency between the new location and the previous location. In tendering for an 

offloading decision, UEs should make this merit and use the selected location to their benefit. 

Once the ultimate bidder is carefully chosen, the offloading conclusion will be made. 

According to Chekired et al. [103], IIoT data is processed on numerous servers at multiple tiers 

inside the cloud-fog architecture for industrial Internet of things (IIoT) applications. Using this 

architecture, transmission delays and data processing delays were reduced in IIoT systems. An 

adaptive queueing weight (AQW) policy was used in [104] for resource allotment and 

offloading optimization for heterogeneous real-time tasks. Devising the offloading policy took 

leniency and completion times into account to accomplish a balance between throughput and 

task completion ratio optimization. Using delay-dependent Priority-Aware Task Offloading 

(DPTO), Adhikari et al. [105] designed a new algorithm to carry out IoT device tasks and 

schedule them in a computing server. There are two types of deadlines, soft deadlines, and hard 

deadlines, and the locations for computing were selected based on these differences. 

3.2.4 Device-Edge-Cloud Hybrid Offloading 

In [107]–[109], hybrid offloading was discussed along with vertical offloading at the device's 

edge. An optimization model for task offloading and resource allocation in MEC was 

developed by Tran and Pompili [107]. In this study, mobile transmission capacity was 

considered in addition to computing resources.  

Several studies have examined the disparity between an access network (AN) and a 

core network (CN), and Yahya et al. [108] suggested a two-tier MEC architecture. CN-MEC 

has a better capacity than AN-MEC. Using two-phase optimization, the offloading ratio and 

capability were altered iteratively to optimize capacity. Blended short- and long-term 

resolutions were established for hot-spot traffic. Offloading between edges was considered 

from both a vertical and device-edge perspective. For distinct reserves of the CN MEC, a trade-

off between computing and transmission latency was launched for distinct task processing 

distributions between Central Office Re-architected as a Data center (CORD) and pre-CORD. 

For cloud-edge combined systems, Thai et al. [109] suggested workload and capability 

optimization, while taking vertical and horizontal offloading into account. An algorithm based 

on branching and bounding, and parallel multi-start searches was devised to solve this problem. 
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In presenting osmotic computing, Villar et al. [110] proposed a new concept for 

combining edge computing and cloud computing. They generate a concept called reverse 

offloading, whereby offloading time-sensitive tasks to edges, the cloud may also reverse 

offload them to the edge. According to Kar et al. [111], a two-tier cloud-edge combined 

architecture that blended edge-to-edge horizontal offloading with edge-to-cloud vertical 

offloading and cloud-to-edge reverse offloading was proposed. Simulation annealing was used 

to resolve an optimization problem in which latency was the key limitation with the goal of 

reducing the costs. As a result of the simulated annealing technique, the system information is 

collected, and thorough searches are conducted to discover the best offloading alternative. 

3.2.5 Fog-Edge-Cloud Vertical Upward Offloading 

In some research articles [112]–[115] upstream offloading is considered, while in others [116], 

[117] hybrid offloading situations are referred. To conclude offloading ratios and computing 

capabilities at the fog, edge, and cloud, Fantacci, and Picano [112] performed a queueing 

analysis of cloud-fog-edge computing structure. The merged architecture suggested by Kar et 

al. [118] contained mobile devices, edge computing, cloud computing, and vehicular fog. A 

sub gradient searching algorithm was used to verify the most advantageous prospects in order 

to reduce QoS breach possibility using queueing theory.  

The Xu et al. [113] recommends an intelligent offloading method (IOM) to refer 

privacy admission that maintains privacy, enhances offloading productivity, and boosts edge 

utility. To reduce service reaction time, optimize energy consumption, maintain load balance, 

and ensure privacy safeguard during service offloading, the authors used an ant colony 

optimization (ACO) technique [119]. [120] recommended an energy-efficient computational 

offloading scheme for MEC on 5G heterogeneous networks. A challenge of energy 

minimization of an offloading system was devised, which involved task computing energy 

costs as well as file communication energy costs. 

In their study, Lu et al. [115] used edge computing to address the offloading problem. 

Their explanation was expressed as a Stackelberg game problem with two stages, and they 

showed that a Nash equilibrium is attained as a result. By optimizing payment and computation 

offloading approaches with low delay, they targeted to extend the benefits for cloud service 

operators and edge server holders. By blending queueing network theory and convex 

optimization concepts, Ma et al. [121] suggested a cloud-assisted framework for mobile edge 

computing (CAME) aimed at reducing resource costs. By blending delayed-sensitive and 
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computationally rigorous mobile applications with Karush-Kuhn-Tucker (KKT) conditions, 

they resolved the convex problem. 

A framework was offered to offload computation and allot resources in MEC networks 

by Jiao et al. [116], which deemed both single and multi-cell networks. A system for energy-

aware offloading that stabilizes computation and transmission resources are advised to curtail 

energy utilization and delay. As part of the UE to edge and edge to cloud vertical offloading 

situations, a horizontal edge alliance was proposed in [117]. A combined edge model improved 

the quality of experience (QoE) of end-users and decreased the costs of the edge infrastructure 

providers (EIP). 

3.3 Machine Learning-Based Offloading 

An offloading module in federation architecture is accountable for disseminating tasks between 

entities or tiers. In large, combined networks, tasks need to be moved instantly, usually in 

seconds. Traditional optimization algorithms, such as non-convex algorithms, have a long 

convergence time because the search is comprehensive, so they breach the time delay 

obligations for tasks [122]. Additionally, some system groups may not offer the complete 

system evidence that conventional optimization algorithms demand. Since each contributor 

uses several devices, protocols, and operating systems, thorough system supervising is essential 

in order to make offloading judgments in a combined system association. The architecture may 

also provide some applications with distinct requests [123]–[126]. It is suitable to use machine 

learning to resolve these offloading difficulties when there is unknown information in an 

extremely dynamic system.  

Machine learning-based offloading is a technique of improving actions by 

automatically using data (datasets) or by interacting with the environment. By learning from 

previous data, supervised machine learning and deep learning (DL) update their model's weight 

for the purpose of making the most appropriate offloading decision. Offline learning is how 

this is accomplished. ML algorithms must first be given a well-labeled data set. Specific details 

may not be shared due to security concerns. Reinforcement Learning (RL) is another method 

of training an offloading model that involves online interaction between the learning agent and 

the environment. An offloading action is determined by an agent's observations of an 

environment. Afterward, an environment can provide positive or negative feedback, also called 

rewards and punishments, for the actions taken. A future agent memorizes this interaction and 

compiles it into a table to determine the best course of action. The need to keep agent 
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interactions in a table can cause scalability problems in large systems, such as federations. A 

neural network replacing a table is used for Deep Reinforcement Learning to predict the reward 

of actions in given environments. 

In the combined fog, edge, and cloud, offloading concepts are classified according to 

their direction and destination. 

3.3.1 Device-Edge-Cloud Offloading 

Using cloud computing as an outside computing resource in UE applications like image editors, 

face detection, and online games, Junior et al. [123] took benefit of cloud computing as a source 

of computation power. Using middleware, a profiler, and a decision engine, they built a device 

application architecture. Our objective was to distinguish the most precise classifier from a set 

of multiple classifiers, so that we could accomplish high offloading precision, resulting in low 

latency and energy efficiency. 

Several studies examined offloading devices to the edges [99], [114], [124]–[130]. A 

caching strategy for locating application codes and data was also discussed by Saguil and 

Azim[124]. Joint optimization of this problem was solved using DQN-based algorithms and 

Q-learning methodologies. 

The task offloading policy was determined by Li et al. [44] based on task deadlines. 

Based on their analysis, they suggested an E2D DRL to solve the scalability issue of the DQN 

action space by determining the most effective offloading policy. Wang et al. [126] used multi-

agent reinforcement learning to optimize a Unmanned Aerial Vehicle (UAV) trajectory and 

offloading decision. A Deep Deterministic Policy Gradient (DDPG) was used because it 

handles high-dimensional action spaces and overcomes the overestimation problem inherent in 

RL. A decision is made based on information from federated systems, including information 

about arrival traffic, computation, and networking capacity. These neural networks are Actor 

and Critic. Critic networks predict the value of state-action pairs, whereas actor networks 

determine the optimal action for a given state. Q-value provides discounted total future rewards 

based on the current state-action pair. A critic network can learn this value from Bellman's 

calculation by fulfilling it. 

With the help of reinforcement learning, Yang et al. [128] were able to optimize cache 

decisions and predict task popularity using Long Short Term Memory networks (LSTMs) 

during preprocessing to handle both offloading and resource allocation issues. Ale et al. [114] 
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studied a MEC system with multi-servers that used DRL as a computation offloading method. 

A data structure like a tree was created to simplify the features' storage and speed up their 

convergence time in DRL. 

To minimize multiple access interference, non-orthogonal multiple access NOMA used 

DRL to group its users' equipment in order to minimize offloading energy [131]. To achieve 

training stability and reduce convergence time, Chen et al. [132] incorporated a temporal 

feature extraction network (TFEN) and a rank-based prioritized experience replay (rPER). 

Using supervised machine learning, Guo et al. [133] developed an intelligent offloading task 

with low complexity and high accuracy. The problem of multichannel access occurs in multi-

user offloading when multiple mobile users share the same channel, causing longer 

transmission latencies as a result. A multi-agent reinforcement learning algorithm was 

employed by Cao et al. [126] to determine the most appropriate offloading policy. In order to 

determine offloading policy, the user device acts as an agent. Yang et al. [129] theorized that 

an offloading strategy could be derived in near real-time by combining offline learning with 

feed-forward neural networks. A heuristic offloading technique has been introduced by Zhang 

et al. [134] in order to reduce both latency and energy consumption. It was intended to minimize 

convergence time by using a heuristic algorithm. Among several offloading decision-making 

methods, [130] compared DQN and DDPG. As far as convergence time and overall system 

tolerance are concerned, DDPG outperforms DQN. For a long-term objective in online 

offloading, Li et al. [135] combined DDPG with Lyapunov optimization. 

Furthermore, He and colleagues [136] also considered horizontal offloading between 

UE devices as opposed to vertical offloading. To achieve optimal QoE, they divided tasks by 

priority, eliminated redundant tasks, and defined task scheduling to determine offloading 

policies. Due to the continuous nature of the offloading decision, the DRL method based on 

DDPGs was used. 

A federation of edge and cloud computing was discussed in [125], [137], [138]. The 

two-tier edge-cloud architecture was cooperatively trained by Sun et al. [137]. Industrial 

Internet of Things (IIoT) devices would determine whether to offload tasks to the edge or cloud 

depending on which would provide the most latency. Upward vertical offloading occurs in this 

way. IIoT devices operate locally if edge and cloud fail to meet latency requirements. Hu et al. 

[139] evaluated the performance of Cybertwin by combining end-edge and cloud-based 

resources. Its objective is to maximize processing efficiency and task completion rate by 
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making the right decisions about offloading. There are two kinds of IoT applications: those that 

are delay-sensitive or those that are delay-tolerant. An algorithm based on the Multi-agent 

DDPG (MADDPG) optimizes hierarchical task offloading and resource allocation 

simultaneously to maximize processing efficiency. Federated training was used for the 

offloading agent. They avoid sharing local data, which could compromise privacy, by sharing 

only a trained model during training. A downward vertical offloading technique was described 

by Zhang et al. [138], where multi-cloud systems are offloaded to edge servers or mobile 

devices. There is competition among cloud providers for network and media-enabled 

computing resources. Multicloud systems, for example, face the problem of distributed 

offloading as they lack centralized control. A multiagent Q-learning approach was also 

suggested to determine the optimal offloading policy, which minimized system latency. 

3.3.2 Device-Fog-Cloud Offloading 

A discussion on fog offloading devices was presented in [124], [140], [141]. The decision to 

offload to the fog node was made by Saguil and Azim [124]. ML tasks generated by an 

embedded system were meant to be executed as quickly as possible. The time-varying 

characteristics of a task and the fog node capability were considered by Li et al. [140] when 

determining an offloading policy. In addition to fog federations, Alalawai et al [142] considered 

offloading between fogs horizontally. This was accomplished by using DL to predict response 

times at multitier destinations, such as cloud, edge, and fog. Based on processing, memory, and 

link capacity, Deep Belief Network (DBN) and logistic regression were applied. A fog access 

point (F-AP) was determined by Ren et al. [141] based on MADRL-based DQN for use as an 

IIoT node request. A greedy algorithm has been chosen to determine whether to offload some 

IIoT device requests to the cloud due to capacity constraints of the F-AP. 

We summarize the literature on ML-based offloading. According to the types of 

offloading in the federation, the comparisons are categorized. The literature commonly uses 

costs, energy, capacity, and latency as metrics for optimization-based offloading. Offloading 

methods based on ML include supervised ML, DL, RL, and DRL and each algorithm differs 

in its characteristics. 

3.3.3 Traditional Optimization vs. Machine Learning 

There are three reasons why MEC federated systems should be offloaded using machine 

learning. An offloading decision needs to be made right away by a control plane module. A 

control plane's latency requirement cannot be met by traditional optimization because of its 
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high computational complexity and exhaustive search. Secondly, monitoring dynamic MEC 

environments is not trivial and can introduce unexpected information into the control plane 

module that determines offloading policy. Third, it is challenging to precisely model a 

heterogeneous MEC system. A system snapshot was used to optimize traditional federated 

offloading. 

A complex federated system was effectively offloaded using ML in the research [129], 

[134], [135], [139]. This offloading decision and resource allocation are modeled as mixed-

integer nonlinear programming (MINLP) which takes a very long time for conventional 

optimization methods to solve. The MINLP problem was solved by Yang et al. [129] with DL 

approaches. As far as cost is concerned, DL is also more efficient than traditional branch-and-

bound algorithms. During a MEC system, a mobile device must make an online offloading 

decision due to changes in the environment, which may result in relaxation-based or local-

search-based approaches needing to be rerun constantly. Due to their exhaustive nature, these 

traditional optimization algorithms cannot be used for online decisions. Huang et al. [135] 

proposed a Lyapunov-aided DRL approach to determine offloading policy in near-real time 

with a near-optimum result when compared to exhaustive searching approaches. Zhang et al. 

[134] extended a heuristic algorithm to the DQN, resulting in fast-convergence algorithms 

useful for real-time application offload. 

In the research [114], [139], [143]–[145], ML-based approaches to offloading in 

dynamic federated systems with unknown information were proposed. An SDN-controller was 

extended with DL to learn a dynamic V2X system and carry out optimal offloading by Fan et 

al. [143]. According to the results of the study, this approach performed better than 

conventional traffic offloading (CTO), which utilizes heuristic algorithms. Using probabilistic 

V2X communication (PBVC) and adaptive learning-based task offloading (ALTO), Gao et al. 

[145] formulated the offloading problem of V2X systems as a Multi-Armed Bandit (MAB). 

DRL for dynamic MEC systems for IoT was proposed by Ale et al. [114]. There is no way to 

address dynamic environments with current optimization methods as they take a snapshot of a 

system. They used DL to predict traffic conditions and update the cache in their previous work 

[146]. To train DL models, however, a large dataset with labels is required. 

Over time, communications channels, computing resources, and channel conditions 

change. Some of these changes can lead to the IIoT agents, which determine offloading policy, 

being unaware of some information. An offloading problem with unknown or incomplete 
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information was tackled by Guo et al. [126] using multiagent DDPG. It was assumed that 

agents, such as Greedy, were aware of both channel and resource conditions in real-time in 

order to ensure a conventional algorithm works in this scenario. According to the results, 

MADDPG outperforms Greedy in terms of utilizing available channels. Zhang et al. [144] used 

a DRL approach to address the problem of offloading and resource allocation. There was more 

utility gained from a DRL approach than that of Greedy and a bit less from Brute-force. As a 

result of Brute force’s extensive search, it is unsuitable for a control plane. 

Traditional offloading is difficult to implement in a heterogeneous federated system 

because it is difficult to model precisely. A heterogeneous system was used in [136], [122] for 

offloading using ML. Sonmez et al. [122] found that ML-based optimization outperformed 

game theory-based optimization. MENs, which are heterogeneous in their computing and 

communication resources, cannot be optimized with conventional optimization models that 

consider the quality of experience (QoE). Thus, He et al. [136] developed Double DDPG so 

that its agents can automatically adapt their models based on their experiences in interacting 

with the environment. In terms of latency, this method outperforms Greedy.  

3.4 Computation Offloading Challenges 

Using fog computing for computation offloading poses many challenges, including application 

partitioning, task distribution, and execution. Here we examine research efforts related to these 

challenges. We will emphasize the unique obstacles associated with each challenge compared 

to Mobile Cloud Computing. 

 

3.4.1 Application Segmentation 

Computation offloading begins with partitioning, which involves dividing an application's code 

into multiple parts that can be executed on several different platforms, such as mobile devices, 

cloudlets, or the cloud itself as shown in Figure 3.1. It has been well studied in MCC [8], [147], 

[148] Nevertheless, it shows some new features in fog computing. 

 

Segmenting MCC: The two most common methods of partitioning an application are 

automatic program evaluation and programmer-specified segmentation. The former is used to 

inspect data flow in application code and identify parts of the code that are offloadable by static 

or dynamic program analysis. A graph-based standard is the most common approach for 

indicating communications among tasks, methods, or objects in program analysis. Vertices of 
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an interaction graph represent the above entities, while fog indicate the interactions costs (e.g., 

data sizes, communication times, and bandwidth). 

 
Figure 3.1 Fog computing challenges for computation offloading 

 

In the next step, partitioning algorithms are used to cut the graph by accomplishing 

some objectives such as minimizing network traffic [149], maximizing throughput [150], or 

saving energy [151]–[153] The offloading system developed by Coign [154] is one of the 

earliest offloading systems ever developed. Coign's model is built based on the program 

behavior profile and the inter-component interaction of the application. To select the partition 

that minimizes communication time, Coign applies a graph cutting algorithm and named it lift-

to-front minimum-cut, the concept of automatic program analysis is demonstrated for the first 

time, and it aims to simplify the programmer's work. 

To obtain automatic partitioning, CloneCloud [25] is the best standard in current 

scenario, it partitions applications granularly based on the analysis of static code and dynamic 

runtime profiler data. By leveraging the program control-flow graph, the static analysis 

explores class invocations and method calls. The analysis is then extended with additional 

limitations, such as anchoring methods to mobile devices to access the hardware. In the end, a 

solution based on integer linear programming is used for choosing the partitions.  

 

Programmers can avoid the details of code analysis with automated program analysis, 

but flexibility is sacrificed and, partitioning, on the other hand, allows programmers to specify 

explicitly which components or methods should be offloaded. There are few effective ways to 
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split an application for remote execution [155]. The conclusions have been validated by present 

researchers, like MAUI [10], and CloneCloud [25]. Through its customized runtime 

environment, MAUI allows programmers to interpret processes that are believed to be 

implemented remotely, thus, offloading of annotated methods will occur during its runtime. 

Echo [156] follow, the same, but it uses a trivial programming standard to eliminate runtime 

customization. Echo uses aspects-oriented programming (AOP)[157] to inject additional 

functions into its applications. The offloading process is automatically manipulated by these 

(programmer-agnostic) operations.  

 

As far as offloading is concerned, both MAUI and Echo do it at the process level. 

Additionally, an application can be manually partitioned at task or element levels by a 

programmer. One example is the redesign of Global Positioning System (GPS) sensing 

applications by [158] , which separated the raw GPS reception function from the post-

processing of the data obtained through the raw GPS reception. Once GPS signals have been 

received on mobile devices, the postprocessing of the data is relocated to the cloud to enable 

fast and reliable processing.  

 

Segmentation in Fog Computing: Considering the above segmentation techniques 

being ordinary, there are different methods in fog computing-based computation offloading. In 

multi-node offloading, there is a challenge of partitioning [159]. Runtime decisions determine 

where tasks should be placed, either locally (on mobile devices) or remotely (in the cloud). 

However, fog computing has the capability of distributing tasks across multiple servers across 

the entire network, including several cloudlets. Identifying the appropriate partitioning scheme 

in this case is also important. 

The Sinha et al. study proposed a partitioning algorithm to execute multiple nodes 

offloading [160], which offloads application tasks to several remote machines. A data-centric 

approach is behind this work. As an example, applications such as Flick and Facebook can be 

used to recognize and match photos across multiple websites, for minimizing communication 

costs, they employ a heuristic graph-cutting algorithm to represent the program's behaviour 

 

The partitioning granularity also poses a challenge. There are a lot of studies in MCC 

that study how computation is offloaded at the function, thread, and class level. The execution 
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of such tasks depends not only on data but also on context, i.e., consistent runtime environments 

are needed to carry out the tasks. In contrast, heterogeneous infrastructure in fog computing 

makes these requirements prohibitively expensive. Hence, offloading on a component or task 

basis would be more efficient. The developer can design different methods of executing a task 

or component based on the platform they're working with.  

 

In a recent study, Deng et al. offered an effective model of dividing apps into workflows 

(tasks/components) [161]. As an example, consider facial expression recognition applications 

that can be divided into various modules, involving input video, face detection, feature 

recognition, feature abstraction, expression identification, and output class. A component's 

output is the input for another, and vice versa. A robust offloading decision process was 

employed based on the workflow to put these components at offloading stations. A possible 

solution would be to offload the recognition of activity units, which require significant 

computation, but with relatively small inputs and outputs. 

 

3.4.2 Task Allocation 

In resource management, the allocation of tasks refers to the decision to place tasks at runtime 

and schedule them. Fog computing features present a three-fold challenge to task allocation, 

including cloudlet finding, multiple resource monitoring, and decentralizing scheduling. 

 

Cloudlet Discovery: A unique feature of fog computing is cloudlet discovery since 

cloudlets are disseminated and poorly organized [162]. Ha et al. proposed two types of 

discovery mechanisms using LAN and WAN [163] discovery. The cloudlet is discovered 

within LANs using the Zero-Configuration Networking protocol [164], such as Avahi, Apple 

Bonjour [165] [166] respectively. To locate and register cloudlets, the WAN one uses 

centralized directory servers, such as the cloud. As part of the cloudlet discovery process, 

factors such as network closeness, resource convenience, cache states, and validation are 

considered.  

 

Moreover, [163] suggests application-aware discovery, applying adaptive methods for 

finding applications suitable for a given domain. For collaborative applications, such as cloud 

gaming, where latency is critical, choosing cloudlets is highly dependent on their network 



 

43 
 

proximity to mobile devices. A cloudlet's computing speed is a major factor when it comes to 

compute-intensive applications, such as computer vision. In a similar fashion, Edge Assisted 

Offloading System for Mobile Devices (EDOS) [167] incorporates a service type awareness 

system: types of networked and compute-intensive services. Cloudlet discovery is 

accomplished by combining the service type and existing resources, and by utilizing a cost 

model to determine the appropriate cloudlet based on the service type.  

 

Cloudlet placement is one further issue of cloudlet discovery, which deals with 

determining where cloudlets should be placed based on application requirements. Jia et 

al.  suggested algorithms for optimally placing cloudlets to reduce the average turnaround time 

for user requests [168],[169] . 

 

Task Scheduling with Resource Management: It's difficult to plan and schedule tasks 

in edge computing due to the complexity of multiple users and multiple nodes, as well as 

dynamic resource allocation. Mobile devices and the cloud have two options for task allocation, 

but it is possible to allocate tasks over fog nodes as well as cloudlets, leading to more complex 

runtime decisions. While users are increasingly mobile and wireless heterogeneous networks 

are complex, task scheduling can be challenging when dealing with rapid changes. Using 

mobile cloud computing as an example, task scheduling uses the strategy of resource evaluation 

and prediction as part of the runtime decision process. For offloading decisions, we need to 

consider the resources available on the mobile device as well as the resources required for task 

execution [170].  

 

Using this approach, MAUI combines resource profiling and decision-making. This 

software builds device, program, and network profilers to gather data that is then used as input 

into its global optimization solver, ranging from hardware to programming characteristics to 

network conditions. By satisfying latency constraints, the solver utilizes integer linear 

programming to determine the optimum policy that reduces the utilization of energy by mobile 

devices. Whether remote or local execution will be used will depend on the final decision and 

CloneCloud uses the same principle, except that it minimizes execution time as its aim.  
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Resources are managed in MCC primarily from a mobile device perspective, without 

consideration for the cloud, i.e., only considering adaptive resource scheduling on the user 

device. [171] proposes an energy-efficient resource scheduling policy based on CPU clock 

adjustment, specifically the dynamic voltage and frequency scaling (DVFS). A scheduling 

algorithm was also presented in [172] to stabilize CPU and network assets. Cloud computing 

is supposed to provide unlimited resources, and on-demand resource provisioning can satisfy 

offloading services. This kind of scheduling strategy is therefore reasonable. This idea is 

realized by ThinkAir [16] by providing dynamic virtual machine provisioning on demand and 

supporting task parallelism built on dynamic scaling of computing power.  

 

As opposed to other research, ThinkAir approaches the problem of resource 

management on the cloud side with an emphasis on scalability and elasticity. A geographically 

distributed cloudlet, however, has limited resources. Due to this, task scheduling in fog 

computing is a double-edged sword. Due to the tradeoff between resource provisioning 

effectiveness and efficiency in single-user scenarios, scheduling is a challenge. Multi-node load 

balancing and multi-node collaborative resource allocation pose two challenges when 

considering multi-user scenarios. With the objective of addressing these challenges, [46] 

optimized both the task execution time and energy utilization in the single-user scenario.  

 

The idea is to make the task allocation decision using dynamic CPU frequency 

adjustment algorithms. Computing resources are only considered in this decision, but radio 

resources are also important in MEC. Researchers are consequently increasingly looking at 

how to optimize computational and radio resources jointly [173]–[176]. [173]studies the joint 

optimization of cellular and computational resources with cellular base stations to offer fog 

computing. By minimizing energy consumption while satisfying latency constraints, they 

formulate the problem as a global optimization. A convex incremental approximation based 

iterative algorithm is proposed to solve this problem. 

 

Additionally, [174] demonstrates a distributed and game theory centred approach to the 

issue of multi-user computation offloading for MEC, which results in a Nash equilibrium for 

the resource management for multiple users. Multi-user environments, in addition to resource 

management, face the challenge of load balancing. Cloudlets, which are geographically 
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distributed independent of a centralized node and without an overall view of resources, are 

difficult to balance load in comparison to the cloud [177], [178]. The issue has been addressed 

in several ways. The Sparrow [179] system implements a distributed and low-latency 

scheduling framework for large-scale data analysis, and it implements a load balancing method 

using random sampling in the form of "the power of two choices" [180].  

 

A task will be organized by the scheduler randomly probing two servers, and the task 

will be placed on the server with the simpler load. Moreover, Hopper [181] provides scalability 

and predictability in task scheduling in addition to the basic Sparrow technologies. They also 

mention that the availability of scheduling information and network status is a major barrier to 

offloading tasks; namely, how to handle load balancing in this situation given that the 

availability of scheduling information and network status is tricky. The researchers designed 

an adaptive neuro-fuzzy inference system which can solve the problem of information-limited 

scheduling and increase the quality of service for users. 

 

3.4.3 Task Execution 

Tasks are executed on mobile devices and remote servers (cloud or fog nodes) in computation 

offloading. In general, mobile devices use ARM-based chips, while servers use x86 processors. 

Hardware and software abstractions are necessary for task execution over heterogeneous 

architectures. Mobile applications can typically be run on an x86 server using a virtual machine 

running an image of the mobile operating system (e.g., Android x86 [182]). From initial 

process-level isolation to VM-based results to the new serverless architectures, there is a wide 

variety of technologies to support this execution. These technologies are reviewed in depth in 

this section. 

Execution of tasks in MCC: Process-level isolation is a necessary part of many early 

computation offloading systems such as Spectra [183] and Chroma [155], [170]. In Spectra, 

for instance, a discrete process is set up on the server that handles code execution via Remote 

Procedure Calls (RPCs). Unfortunately, because two separate versions of the code must run on 

mobile devices and servers, the process-level isolation suffers from a lack of transparency. 

 

VM-based solutions have been proposed to overcome this downside. By enabling the 

integration of hardware and software, virtual machines neatly capture the differences among 
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heterogeneous systems. Mobile devices and the cloud both benefit from stable execution 

environments provided by virtual machines. The Cuckoo framework was presented by Kemp 

et al., which enables developers to implement computation offloading by using a programming 

model [184] . In Android [182], Cuckoo describes the offloaded code with an interface 

definition language (AIDL). An application package is created by compiling the code in Java 

Builder. As a final option, the application can be run on remote servers with offloading 

capabilities using a Java virtual machine (JVM). With Cuckoo, developers can execute tasks 

at the granularity of modules, such as Android activities/services [185].  

 

Additionally, CloneCloud uses Dalvik VM to run tasks, and it can inevitably offload 

parts of an application to clones of mobile devices that are in the cloud at thread graininess. To 

handle multi-threaded tasks, COMET uses distributed shared memory (DSM) to use 

CloneCloud's basic approaches. A full VM migration is required to run CloneCloud and 

COMET. MAUI reduces the execution time cost by implementing a fine-grained computation 

offloading at the method level using Microsoft .NET Common Language Runtime (CLR) 

[186]. 

Isolation at the application level is built with VM-based systems. Virtualizing an 

application hides the details of the operating system and hardware. Virtualizations like this are 

language-dependent, and different languages use different runtime virtual machines, such as 

Cuckoo, CloneCloud, and COMET using Java virtual machines (Dalvik virtual machines) and 

MAUI using C# virtual machines (CLR). However, this method is highly transparent, If the 

same language VMs are set up on both platforms, the same code can be run on either platform. 

MCC currently uses this technology for most of its existing works. 

 

Edge node support: As the methodology of executing tasks using virtual machines has 

been proved to be efficient. Cloudlets face two challenges in terms of technical support [187] 

, [188]. In the first place, it is challenging to offer rapid and active VM provisioning for 

cloudlets located geographically distributed. Second, maintaining seamless access to services 

in turbulent WAN environments can be challenging. 

 

There have been several solutions proposed to address these challenges. First, to 

quickly provision VMs, a technique known as Just-in-Time (JIT) provisioning [189] has been 
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developed. A virtual machine is dynamically synthesized by using VM overlays. This method 

involves creating base VM images that include guest operating systems and supporting 

libraries. The VM overlay consists of the software specific to the mobile device, and its volume 

is relatively small, but it is needed for an executable VM. After synthesizing a VM overlay to 

a preloaded base VM, the executable VM instance can be quickly generated. 

 

Furthermore, an agile VM handoff has been proposed for fog computing to support user 

mobility [190]. The handoff of VMs between cloudlets is known as cloudlet migration. 

Although superficially like live migration [191], it poses challenges on unstable wide area 

networks. By leveraging mechanisms of pipelined execution and dynamic adaptation of 

operating modes, the agile VM handover dynamically balances network communication and 

cloudlet processing. Third, OpenStack++ [192], which is an extension of OpenStack, has been 

developed to provide an integrated platform for cloudlet deployment. Features provided by 

OpenStack++ include importing a base virtual machine, resuming a base virtual machine, 

creating an overlay VM, synthesis of VMs, as well as VM handoffs.  

 

As each virtual machine runs a full copy of the operating system, VM-based 

virtualization is heavyweight isolation and cloudlets considered resource constrained are not 

compatible with it. Containers and unikernels, lightweight virtualization solutions, have 

emerged in recent years. Edge infrastructures are believed to benefit from these technologies 

[193]. The container shares the kernel and software stacks of the host OS while providing 

isolation on top of it [194], its I/O overhead is low, so it takes up little memory and space. You 

can use LXC [195], OpenVZ [196], and Docker [197] to create containers. A unikernel instead 

includes the minimum set of OS functions to allow tasks to be executed. These techniques have 

been studied by researchers [198]. Wu et al.  Optimized the mobile code cache and resource 

sharing of a container-based platform which offloads computations [199]. A similar solution 

was developed using unikernel [200]. An extension of previous work [190] by Li et al. is a 

container-based service handover. 

Research studies have demonstrated that VMs' disk footprint, memory footprint, and 

service latency are significantly outperformed by containers and unikernel. Virtual machines 

do offer advantages in terms of clarity, isolation, protection, and deployment [190]. The 

combination of containers and unikernels with VMs is a promising approach recently. 
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Containers and virtual machines are both servers oriented. This implies that these technologies 

consider applications as sets of servers, each of which is granularly virtualized. Nevertheless, 

servers are infamous for their slow start up time and complex configuration and management. 

Virtualization technologies for server-based processing are limited by these characteristics. 

Computing offloading is normally a fast means of stateless functions characterized by low 

latency and scalability.  

 

Over the past decade, serverless computing -- sometimes termed microservices or 

Function as a Service (FaaS) -- has become one of the most convincing architectural solutions. 

Rather than think about applications in terms of services, serverless computing encourages 

developers to see them as functions. Developers are freed from server deployment, resource 

allocation, and software configuration details (including OS, runtimes, libraries, and resource 

allocation), enabling them to concentrate on application logic and design. In terms of scalability 

and deployment ease, serverless computing is well known, and in the IoT field, especially in 

edge computing, it is very suitable for computation offloading.  

 

 The first and most successful serverless platform is Amazon Lambda [201], a service 

that is a serverless computing technology. Google Cloud[202], Microsoft Azure [203], IBM 

Cloud [204], and OpenLambda [205] are other platforms available. To provide a scalable 

model for cloud computing, serverless computing was invented. Fog infrastructures can easily 

be incorporated into this model. As an example of serverless edge computing, Baresi et al. 

developed a scheme to offload computations [206]. Compared to cloud computing, serverless 

edge infrastructures have a distinct advantage. Serverless architecture is suitable for fog 

computing due to its cost and scalability. In terms of elasticity, security, and flexibility, 

improvements still need to be made [207] .  

 

3.5 Chapter Summary  

 

New applications such as surveillance systems, traffic awareness, automatic driving, industrial 

automation, and augmented reality are growing as IoT and wireless technology develops, with 

the potential to increase the efficiency and safety of the systems. The requirement of assessing 

massive volumes of data to make sensible and educated decisions is one of the most intriguing 

features of all these new, high-tech applications. 



 

49 
 

 Several offloading methods, including device-to-device and device-to-other entities, 

were deliberated in our discussion of the research. Most literature uses four standard metrics, 

namely cost, energy, capacity, and latency. Other factors are also discussed, including quality 

of service, load balance, intensive usage, etc. The researchers take a variety of approaches, 

such as an exact approach, an analysis approach, a policy approach, a heuristic approach, and 

an evaluation approach.  

In the literature cited, there is no explicit comparison among classical optimization and 

ML-based optimizations. Most of them used model-free reinforcement learning approaches 

like DQN and DDPG, which may immediately adopt a model from the environment and do not 

require the learning agent to give the environment's model. The Greedy method is the preferred 

conventional approach because it can still converge with inadequate environmental 

information, even if it gets trapped in local optima/minima. ML-based algorithms can get near-

optimal solutions faster than the traditional optimization methods. 

The problems of using fog computing for computation offloading include application 

partitioning, task distribution, and execution. We'll look at some of the research that's been 

done on these issues. We'll focus on the challenges that are unique to each difficulty as 

compared to Mobile Cloud Computing. 



 

 

CHAPTER 4 

Mathematical Model of Computation Offloading in 

Fog Environment 

 

4.1  Introduction 

Fog computing is a new area of research and an interesting topic to study. To meet the 

requirements of society like processing, storing, and analysing data more efficiently, many 

organizations like Cisco Cloudflare[11], Akamai, and other content delivery network 

organizations use it. In addition to smart cities [208], [209], healthcare, and industrial IoT, it 

offers a common way to virtualize several other applications. In fact, fog devices are 

implemented between the clouds and data sources [210].   

In addition to hardware- and software-based solutions, Dynamic Voltage Scaling, and 

Dynamic frequency scaling are among the solutions that improve response times and battery 

consumption [211]. Along with the cloud, there are many application-specific solutions to 

improve traffic patterns and computations. Miniaturized, low-power devices can be used 

whenever possible, and the cloud providing higher memory, CPU, and storage resources can 

be augmented by traffic patterns and computations. Since the cloud has abundant resources, it 

may also be used for computationally intensive tasks. Traditionally, a mission-critical, ultra-

secure application must have a quick response time.  

4.2  Related Work 

Considering mobile devices' limited processing power, storage space, and power, task 

scheduling is a common method for moving tasks to external platforms [212]. Computing 

efficiency is improved, task completion times are shortened, and other devices can be utilized. 

The choice of computing task mode is very important since edge computing networks are 

densely deployed and have users accessing them simultaneously. It affects the system's 

computing time and cost.  

According to [213], a decision is made whether to offload computation tasks based on 

the choices made by the operator and other devices to maximize profit. A user-centered fair 
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resource allocation concept was adopted by Lee et al. [214], with a user-centered utility 

function considering the user's delay tolerance, bit error rate, and energy consumption.  

As a result of edge computing, the physical distance between tasks onboard and 

computing resources is greatly reduced. With cloud-edge computing, IoV can provide real-

time services in real-time and with a low latency compared to the central cloud infrastructure. 

A framework for scheduling IoV resources based on mobile edge computing, Kumar et al. 

[215] built an efficient and energy-saving framework for controlling energy consumption in an 

IoV based on mobile edge computing for large scale and wide distribution of vehicles. Yu et 

al. [216] propose a method for selecting the optimal MEC server based on MEC-based task 

management. In making the offloading decision, the method considered vehicle mobility and 

computer tasks comprehensively. Using semidefinite relaxation algorithms, Wang et al. [217] 

came up with a framework for jointly optimizing task assignment decisions and the CPU 

frequency, in which fixed and elastic CPU frequencies would be solved using semidefinite 

relaxation algorithms. Using Lyapunov optimization, Zuo et al. [218] investigated the problem 

of power minimization for local execution and offloading computation under the constraint of 

task buffer stability. Liu et al. [219] evaluated a mathematical model of a multi-user computer 

offloading algorithm and proposed an algorithm based on game theory. The optimization 

algorithm designed by Gu et al. [220] minimizes the transmission delay and computation time 

by allocating computation and network resources efficiently. By implementing real-time 

vehicle offloading based on fog computation, Dai et al. [221] aimed to minimize the average 

response time of vehicle computing tasks. An approximate method for solving the unloading 

optimization problem is introduced based on an analysis of the vehicle-based fog node in terms 

of queueing theory. 

4.2.1 Architectures Under Evolution to Maturity 

Cloudlet: is a computing and storage device introduced by CMU in 2009 as shown in Figure 

4.1 that conveys computing and storage resources to nearby mobile devices. Users can offload 

their tasks to these cloudlets to save battery and other resources such as storage, computation, 

and memory [19]. The technology aims to overcome some of the challenges associated with 

mobile cloud computing, such as network latency, jitter, and packet loss. 
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Figure 4.1 Cloudlet Components 

 

Fog Computing: By introducing and developing the concept of having multiple entities that 

provide services at a small scale, Cisco asserted that we can't generate heavy and complex tasks 

with just one entity. However, Cisco proposed a three-layered architecture with middleware as 

a fog node [222]. It is proposed to work as an intermediary between a cloud and an edge Figure 

4.2. Depending upon the uses it can be categorized into two parts: 

Micro datacentre (MDC): Usually, there are no more than four servers per rack in this 

portable, containerized stack. 

Nano datacentre (NaDa/nDC): This is only possible on gateways that have more memory 

and computation power. In addition to being cheaper to deploy, it helps reduce traffic load and 

variability on the backbone. It is highly scalable for ISPs and is flexible for users. It provides 

personalized and localized services. But the uplink bandwidth is limited.     

 

Figure 4.2 Fog Computing Devices 
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Multi-Access Edge computing: Since fog is a generic phenomenon and does not affect mobile 

devices, MEC developed three layers, resulting in three major components. There are edge 

devices, such as IoT and mobile devices, edge clouds, or cloudlets, and public clouds [223]. 

Edge Computing: It simply means that computing happens at the edge of the network, on 

devices such as smartphones, smartwatches, and smart glasses [1]. 

Femto-Cloud: Femto-cloud is formed when the resources of each device are combined [224]. 

Computes can be offloaded to a resource-rich device for a variety of reasons, but there are 

certain requirements that must be met before the application, code, or part of it can be 

offloaded.   

 

4.2.2 Cumulative Criteria for Offloading 

The implementation of those offloading criteria is based on several factors. These include: 

An Excessive Computation/Resource Constraint: It usually makes more sense to transfer 

computational complexity to nearby available devices when the amount of computation 

required exceeds the native device's configuration [225]. 

Latency Requirements: Due to the limitations of mobile and IoT devices, not all services can 

be offered on mobile devices, so a cloudlet might be needed to request all services. Similarly, 

time-critical applications can be affected by the distance of the cloud, so a cloudlet may be 

faster. Almost two million of Akamai technology's data centres are located worldwide where 

it caches data for the companies using its services [226]. 

Load Balancing: In order to improve performance, a device that reaches its maximum capacity 

will delegate its additional tasks to nearby servers local to its location, and the host or data 

source can take up new tasks from the queue. The device can now easily perform 

computationally more intensive and larger tasks even with limited resources. This feature 

makes them suitable for miniature locations, such as inside oil wells, smart CCTVs, and traffic 

management systems [227]. 

 Long Term Storage: A standalone system cannot keep important data. For it to be accessible 

everywhere, large storage devices connected to the internet and accessible from any computer 

are needed. Using long term storage, you do not have to purchase hardware or provision 

storage, nor do you need to worry about investing capital for future scenarios. On-demand 
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capacity can be added or removed, performance and retention characteristics can be 

customized. The ability to quickly deliver storage exactly when it is needed is one of the many 

advantages of long-term storage. Rather than managing storage systems, IT can focus on 

resolving complex application issues. Using auditable rules, infrequently accessed data can 

even be automatically moved to a lower-cost tier, helping to drive economies of scale for 

scientific, medical, and laboratory analysis, these devices can also store historical data for a 

few months, years, or even for a specific period [222]. 

    

4.3  Proposed Solution: Offloading Decision Model  

Computation offloading can be accomplished based on several factors. Applications utilizing 

mobile cloud computing can either be executed locally or remotely from a cloud platform. 

Applications that can be offloaded from the device are significantly influenced by the device's 

wireless data connection capabilities. Before deciding about an offload action, an estimation of 

cost and benefit must be made. The offloading decision model has two potential flaws. First, it 

is possible for other applications to occupy the wireless connection, which results in a greater 

cost of data transmission. Secondly, the local processing unit is used by other applications, so 

the benefit of remote execution may also not be known. The failure to provide complete 

information is the cause of both flaws.  It is possible that the result of this decision-making 

process depends on how much information this application has about other applications on the 

same device. Therefore, threshold values may be used for offloading in this situation. A 

threshold for computational data that is fixed for the host as discussed in Figure 4.3, and if the 

threshold is exceeded then the data will be transferred to the fog server. This solution may not 

always be the most effective, as it may result in unexpected outcomes. 

It should also consider bandwidth, latency, server memory, and fog processor availability in 

addition to the threshold [228]. While in the present situation if both time used and energy 

consumed parameter are less than the host device itself can compute the data, else it forwards 

the data to the fog server.  This chapter proposes a novel approach to computation offloading 

that takes energy and time into account. The server accepting the data must, however, have the 

capability to carry out this task. This occurs only when either an application replica is uploaded 

to the fog node or when the task partition is run on the host. The concept of replicating an 

application or cloudlet was once introduced by M. Satyanarayana [19], the clone cloud was 

described by B. G. Chun [25]. 
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Figure 4.3 Offloading Decision Model Flowchart 

A variety of algorithms have been used for decision-making purposes. MAUI used 

bandwidth and latency as factors for predicting host and remote execution times [10], Support 

Vector Machine (SVMs) analyse several factors before offloading [229], and linear regression 

models can be used to decide when to offload [230]. A flowchart illustrating the process of 

establishing a fog topology, computational data, and host device. During fog execution, 

computing data is not sent if the time and energy devoted to computing at the host device are 

less than those devoted to fog execution. On the other hand, in the case of a fog node selection 

request, the fog topology selects the node based on features such as bandwidth, availability of 

VMs, and energy efficiency.  
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After identifying the VM, it executes the task and returns the results. To select 

computation offloading, six steps need to be followed: 

Step 1: To learn the details of the VMs and services available at the fog server, the host 

device sends a request to the fog server. 

Step 2: The fog server responds to the host with an inventory of available virtual 

machines and services. 

Step 3: The host device decides whether to offload computational data based on the 

computation offloading algorithm and documents the request by identifying the VM 

and service and sending it to the fog server. 

Step 4: After receiving the request, the fog server forwards it to the VM identified. 

Following the completion of one task, the VM is available for the next task. 

Step 5: The fog VM that has been identified carries out the computation with the 

appropriate services. 

Step 6: The fog server sends the results back to the host device, which removes it from 

the virtual machine.   

 

4.4  Mathematical Solution for Offloading Decision Model 

Fog computing offers a promising solution to the latency and energy consumption problems 

associated with mobile devices by offloading computation-intensive tasks to adjacent fog 

nodes for execution.  

Considering energy consumption, the problem was solved using the Markov decision 

process, in which computation task scheduling is considered in the power-constrained delay 

minimization offloading policy [97], and rapid battery depletion has also posted significant 

challenges in contemporary networks then Sardellitti et al. [173] responded by designing an 

energy-minimization offloading problem that maximizes radio resources in multicellular 

networks. Then energy-efficient computation offloading scheme under latency constraints was 

developed by Zhang et al. [120]. They performed offloading policy optimization for MEC in 

5G heterogeneous networks with multiaccess, in the same realm latency refers to the amount 

of time it takes for data to travel from one point to another in a network.  
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Usually, latency is measured between an end-user's device and the data center. Even 

though data travels on the Internet at light speed, distance and delays caused by the internet 

infrastructure equipment result in latency. Even a few milliseconds of increase may not seem 

like much, but when it incorporates all the back-and-forth communication required for the 

client and server to establish a connection, the size and time it takes to load, and any network 

problems the data encounters along the way, the number will grow quickly. Round trip time 

(RTT) is the time it takes to receive a response after a client request. Having to travel both 

ways, there and back again, RTT is equal to twice the amount of latency. Internet data typically 

travels through several networks to reach its destination. As an HTTP response passes through 

more networks, there are more opportunities for delays. A data packet might go through an 

Internet Exchange Point (IXP) as it crosses from one network to another. At the routers, packets 

must be processed and routed, and at times packets need to be split into smaller ones, which 

adds a few milliseconds to the RTT. A time and energy consumption model is proposed for the 

host and the fog server.  

4.4.1 Time and Energy Consumption Model at Host 

Task n would need a certain amount of computation resource during execution on the host, 

depending on the host's CPU rate [56]. The equation is as follows: 

𝑇𝑖𝑚𝑒 = 𝑇 =                                                 (1) 

In equation 1, the ntask=Computation resource required by task n, and 𝐶𝑃𝑈𝑟𝑎𝑡𝑒   is 

the processing rate of each task at the host. As per equation 2, the energy consumed for a task 

executed locally is the power rating of the host 𝐵𝑎𝑡𝑡𝑒𝑟𝑦   multiplied by the amount of time 

the application is used, according to equation 1, the energy consumption specifically depends 

upon the length of the task and power rating of the host system.  

𝐸𝑛𝑒𝑟𝑔𝑦   = 𝐵𝑎𝑡𝑡𝑒𝑟𝑦  * 𝑇𝑖𝑚𝑒                                   (2) 

Table 4.1 Notations used for formula 

𝑇𝑖𝑚𝑒  Data uploading time on fog server 

𝑇𝑖𝑚𝑒  Data computation time on fog server 

𝑇𝑖𝑚𝑒  Data downloading time from fog server 

𝑇𝑖𝑚𝑒  Device and fog server communication time 

𝑇𝑖𝑚𝑒  Device to fog network establishment time 
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𝑇𝑖𝑚𝑒  Computation time on the host 

𝐶𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛  Computation resource required by n task 

𝐶𝑃𝑈𝑟𝑎𝑡𝑒  Processing rate of each task at the host 

𝐵𝑎𝑡𝑡𝑒𝑟𝑦   Power rating of the host 

𝐷𝑎𝑡𝑎  Amount of data to be uploaded 

B Bandwidth 

𝑃𝑜𝑤𝑒𝑟   Power required to upload the task 

𝐺𝑎𝑢𝑠𝑠𝑐ℎ𝑎𝑛𝑛𝑒𝑙  Statistical noise 

𝐶ℎ𝑎𝑛𝑛𝑒𝑙  Provide significance of signal attenuation 

𝑇𝑖𝑚𝑒  Computation time on the fog 

𝐶𝑃𝑈𝑟𝑎𝑡𝑒  Processing rate of each task at the fog 

 

4.4.2 Time and Energy Consumption Model for Offloaded Task Execution at Fog Node 

Cloud services are extended to the edges of networks through fog computing, which 

reduces latency by geographically distributing IoT components, and increases scalability for 

handling large numbers of deployments. A task that is offloaded to a fog server will have three 

components - the transmission time of the computational data, the execution time of the code, 

and the download time of the result. The following Table 4.1 lists the different latencies 

incurred between source and destination, for the experimental setup used in chapter 6 these 

latencies are assumed to incur during the communication. The latency between device to 

smartphone is 6 ms, smartphone to Wi-Fi gateway is 2 ms, Wi-Fi gateway to internet gateway 

takes 4 ms, and finally the latency between internet gateway to data center is almost 100 ms. 

Table 4.2 Device Latency 

Source Destination Latency, ms 

Device Smartphone 6 

Smartphone Wi-Fi Gateway 2 

Wi-Fi Gateway Internet Gateway 4 

Internet gateway Data Centre 100 
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In the fog, time is spent in uploading, executing, downloading, taking part in various 

communication processes, communicating with the smartphone, and communicating with the 

wi-fi network. As a result, the equation given is: 

𝑇𝑖𝑚𝑒 = 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒    (3) 

In fog computing, communication time is comparatively low and does not substantially 

influence overall system performance, therefore we exclude it from our estimation of overall 

latency. Consequently, the equation is as follows: 

𝑇𝑖𝑚𝑒 = 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒      (4) 

 Thus, since the downloading time will be very short, the offloading time equation can be 

further optimized as follows: 

𝑇𝑖𝑚𝑒 = 𝑇𝑖𝑚𝑒 + 𝑇𝑖𝑚𝑒                                     (5) 

𝑇𝑖𝑚𝑒 =
(

 × 
)
    (6) 

In order to determine the amount of data to be uploaded, we refer to: 𝐷𝑎𝑡𝑎 , B is the 

bandwidth 𝑃𝑜𝑤𝑒𝑟  is the power required to upload the task, 𝐺𝑎𝑢𝑠𝑠𝑐ℎ𝑎𝑛𝑛𝑒𝑙 is a 

statistical noise, and 𝐶ℎ𝑎𝑛𝑛𝑒𝑙  is the channel gain to provide significance of the 

attenuation of the signal. The time needed to accomplish the task at fog server will be: 

𝑇𝑖𝑚𝑒 =  
   

      (7) 

Using equation 5 and 6, we come at a conclusion that: 

𝑇𝑖𝑚𝑒 = 𝑇 =
(

 × 
)

+    (8) 

The energy required in uploading the task at remote fog server is: 

𝐸𝑛𝑒𝑟𝑔𝑦 = 𝑇𝑖𝑚𝑒 × 𝑃𝑜𝑤𝑒𝑟   (9) 

The uploading time is replaced in equation 9 to give the following equation. 

𝐸𝑛𝑒𝑟𝑔𝑦 =  
(

 × 
)
 × 𝑃𝑜𝑤𝑒𝑟             (10)                                          
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4.4.3 Offloading Decision Theorem 

There are two highly significant theorems to consider when deciding whether offloading to fog 

is appropriate. According to theorem 1, the time required to execute the task in fog must be 

less than the amount of time it takes to accomplish the same task at the host. In such 

circumstances, only the offloading of tasks is beneficial.  

Theorem 1.   𝑇𝑖𝑚𝑒 < 𝑇𝑖𝑚𝑒                

As per theorem 2, the amount of energy required to accomplish a task in fog must be lower 

than the amount used at the host. In such cases, offloading is the only feasible solution. 

 

Theorem 2.   𝐸𝑛𝑒𝑟𝑔𝑦 < 𝐸𝑛𝑒𝑟𝑔𝑦               

                                                   𝑇𝑖𝑚𝑒 = 𝑇 − 𝑇                                                           (11) 

In computing terms, the time saved by offloading computations to a fog node is 

measured by the difference between the time it takes to run computational data on a host and 

the time it takes to run the same task on a fog node. Equation 11 gives the numerical result of 

saving a quantified amount of time by predicting the optimal location where to execute the 

computation on the host and in the fog. 

4.5   Chapter Summary 

A fog node handles compute-intensive tasks from a data source. Calculation of the proposed 

time and energy equation at the data source is done based on algorithms and thresholds so that 

the decision can be predicted. This chapter proposes an energy-efficient and latency-sensitive 

way of offloading computations to mobile edge devices. The overall goal is to minimize the 

time and energy consumption of computing offloading. Based on a mathematical model, it is 

concluded that dynamic computation offloading policy for mobile edge computing would 

reduce the energy consumption and completion time and reduce the cost of mobile edge 

computing. 



 

 

CHAPTER-5 

Computation Offloading Optimization Using K 

Nearest Neighbour in Fog Computing 

 

5.1 Introduction 

Throughout the past decade, wireless technology has been adopted by industries, agriculture, 

defence, homes, biomedical units, and home health care facilities. Thus, the evolution of 

computing has given rise to an abundance of unstructured data and a host of computationally 

intensive applications. Unified cloud sub-infrastructures are widespread and offer many benefits, 

but they encounter substantial challenges in meeting objectives, involving energy use, time, and 

cost. New technologies such as fog computing are challenging the far-distant cloud in order to 

run resource-hungry applications that require reasonably low latency and a high data rate due to 

the resource limitations of personal mobile devices as shown in Figure 5.1. 

 

Figure 5.1 A smart device using service of fog and cloud architecture 
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Figure 5.2 Computation offloading Architecture 

If the device itself has the capability, data from a wireless device can either be processed 

on the device itself or in the cloud or fog. A five-step process is involved in this technique, 

which includes (i) edge detection, (ii) data segmentation, (iii) offloading selection, (iv) data 

upload, and (v) job execution. [231]. The most crucial steps for data segmentation and 

computation offloading are segmentation and offloading decisions. Data segmentation 

distinguishes the tasks of an application like MAUI [10], ThinkAir [16], and Phone2Cloud [232] 

based on its characteristics and intricacy [10]. 

Computations in a network system are offloaded based on factors like server proximity, 

edge computing capabilities, computational requirements, computational task size, and 

bandwidth [233]. In addition to the numerous parameters, there hasn't been any standardization 

of the offloading decision-making method, so if everything is taken into account, it becomes a 
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complex mixed integer programming (MIP) problem [51]. Researchers have proposed a model 

that incorporates the fluctuating wireless channel gain state between an attached device and a 

fog to determine the optimal offloading decision [51]. In Figure 5.2, an all-encompassing fog 

network architecture includes a fog server, wireless devices, and cloud computing as the final 

component of the architecture. There are three components to a fog server: (i) a transmitter, (ii) 

receiver, and (iii) resources with medium computing power [209]. The wireless device is also 

made up of a transmitter and a receiver. On the cloud server, the generated log files for each 

device will be updated after computed tasks have been carried out on the host or fog. Data from 

wireless devices can be tracked whenever they change location, and then synced with the central 

server.  

It is possible to offload computation on three different levels with fog servers. The decision 

to offload binary data is based on two factors: time and power. During the second stage of the 

algorithm, the device determines which fog node offers the most efficient service for offloading. 

The final stage will involve granularizing computation tasks and assigning each device the exact 

computational resources that will be available in the fog node. We used the authors' methods 

for describing, implementing, and analyzing the system model [51], [171], [234].  

 

Figure 5.3 KNN algorithm to predict the new entry 

We used the cost function shown in Figure 5.2 to measure the network performance. This 

function includes network latency, memory consumption, and accuracy. The results of each 

algorithm were different and had advantages and disadvantages that are discussed in more detail 

in the latter part of the chapter.  
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5.2  Chapter Contribution  

A comparison of data generated by algorithms such as Deep Reinforcement Learning for Online 

Computation Offloading (DROO), Coordinate Descent, and Adaboost with data obtained from 

the KNN optimization algorithm is presented in this study. Our discussion focuses on each 

algorithm's significance in terms of offloading computations [10] [11].  

Using deep reinforcement learning to perform dynamic tasks in wireless devices may be 

a good solution. Nevertheless, the majority of algorithms focus on refining their methods during 

the training phase while neglecting to optimize the way in which problem readings are tested, 

which results in comparatively slow response times when used in real-time [51]. 

The coordinate descent method for linear regression involves the successive minimization 

of a function in the direction of the coordinates. It is determined with each iteration. After that, 

the minimizer is applied to the hyperplane corresponding to the coordinate. By minimizing one 

route at a time we can achieve minimization, (that is, by solving a much simpler univariate 

problem, such as wireless channel gain) in a loop [234]. 

As a machine learning algorithm, AdaBoost improves performance. On classification 

problems, AdaBoost is more effective than random chance. Usually, this algorithm is used on 

decision trees at the first level of a tree. Those who use weak classifiers or predictors will get 

incorrect results. A further benefit of boosting is that it allows one to compute weak learners 

and combine them with different algorithms to create highly effective classifiers. 

Adaptive Boosting Algorithm (Adaboost) and K Nearest neighbour algorithm (in the 

network setup) yielded promising results based on the three metrics. This article examines KNN, 

a supervised machine learning algorithm. KNN looks for patterns that may be associated with 

certain behaviours. Moreover, this algorithm is called a lazy learning algorithm since it doesn't 

have a dedicated training phase for every entry. The model is trained with K (hyperparameters) 

data while a new data point is classified, and a new data point is used for training. The XY 

coordinate plane displays the training set data points in Figure 5.3. A total of 6 data points (three 

blue and three red) is shown on this graph. There is a red data point representing the category 

"1" and a blue data point representing the category "2". Data in yellow indicates that a category 

must be determined for the newly created data point. Yellow points have red points as their 

nearest neighbours, so they are in category 1.   

It is those records nearest the new record in the feature space that have the least distance 

between them. The number of records K represents the distance between records. Therefore, the 
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K value and the distance metric are two essential components of the KNN algorithm. According 

to the KNN algorithm, 99% of the results obtained from the testing dataset are accurate. 

Moreover, the accuracy of the result obtained by using coordinate descent and adaptive boosting 

approaches is 0.85 and 0.94, respectively. 

The remaining sections of the chapter are organized as follows: section 3 provides a 

literature review of computation offloading machine learning algorithms. In section 4, an 

analysis of the system model is presented. Section 5 discusses the offloading metrics, and 

Section 6 examines how adaptive boosting and KNN optimization is implemented. In section 7, 

experimental results are discussed and in section 8, the chapter concludes.  

5.3 Literature Review  

The popularity of cloud computing has resulted in the development of new internet-based 

computing platforms. These include fog computing, cloudlet, mist computing, and edge 

computing. Among these paradigms, fog computing has become one of the most popular ways 

of executing new applications. Fog is a remote computing agent that offloads resource-intensive 

tasks from mobile applications to free up the resources of mobile applications [235]. Smart 

devices are designed in such a way that task offloading increases their computing efficiency. As 

a result, latency and energy consumption by the ecosystem are reduced as well [236]. This figure 

depicts a typical computation offloading process flow. In order to receive services that meet 

their needs, the user devices can use the Figure 5.2 structure to send their requests for offloading 

to the input queue. According to the wireless channel gain, requests are executed either locally 

or remotely. Local execution is more appropriate for lightweight tasks and requests with no 

criticality. To take full advantage of the offloading, binary or partial offloading may be 

considered if the task is destined to be performed remotely.  

Using computers, artificial intelligence, statistics, and computation, machine learning 

helps create automatic decision-making processes based on data input. A specific outcome can 

be accomplished without manual intervention by using three general methods of learning, 

including supervised, unsupervised, and reinforcement learning. It is necessary to provide the 

readers with some useful contextual information about fog computing as this study is focused 

on machine learning-based methodologies. Consequently, we will briefly examine each of the 

categories [231]– [234]. 

A supervised learning method can be used to determine the implied relationship between 

input data and the anticipated data. Feature vectors and supervisory signals are two types of 
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training data: input values (such as input values) and probable output values (such as output 

values). The magnitude or direction of this input value determines whether a function model can 

simplify the association between input and output values. It does this by identifying unused 

features in unknown data instances. Supervisory learning can be achieved through neural 

networks, linear regressions (LRs), Support Vector Machines (SVMs), decision trees, and 

others. As part of bioinformatics, supervised learning systems are commonly used for speech 

recognition, object recognition, pattern recognition, and handwriting recognition. These systems 

are also useful for detecting spam. This type of machine learning is predetermined, and the 

output is known at the outset. 

Unsupervised learning is a technique used to find hidden structures in unlabelled data. 

Data can be compressed, outliers can be detected, data can be classified, and humans can be 

learned from it. The general idea behind training is to use probabilistic models. In this way, it is 

a technique for grouping cases without specifying dependent attributes in advance. A data 

mining technique that rejects pure unstructured noise and learns structured patterns in it, naming 

a wide variety of subsets of unsupervised learning, such as k-means, hierarchical analysis, 

Hidden Markov Models (HMM), game-based AI, clusters, etc. In the absence of a training data 

set, the unknown data is mapped onto the clustered output data. Thus, some results cannot be 

identified at the start of the learning course but will be identified in the future. 

As part of reinforcement learning, a sequence of actions is rewarded and punished 

according to control theory. Through their interaction with their environment, agents learn about 

the environment and use this information to make decisions. Over time, the reinforcement 

learning agent gains more experience and rewards, which leads to adjustments to the policy. 

When the Reinforcement learning (RL) is employed, it examines the past actions that have been 

rewarded. A comprehensive database or model of potential action-reward scenarios must be 

built from the analysis of many unproven actions. There may be multiple times that their 

effectiveness needs to be verified depending on the actions examined. Therefore, it is imperative 

that a balance be struck between the possibility of failure and the advancement of novel 

possibilities. There are aspects to reinforcement learning, including rewards, analysis, and 

policy. By evaluating the trade-off between exploring unknown territory and leveraging public 

knowledge, the model seeks to identify the optimal trade-off. Both model-based and model-free 

reinforcement learning methods can be described as subsets of reinforcement learning. Deep 

learning, and trial-and-error are usually included in the former. Algorithms such as Deep 
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Reinforcement Learning, Q-Learning, and Deep Q-Learning are examples of these latter types 

of algorithms that are usually inaccurate.  

Complexity and dynamism are characteristics of wireless communication and 

computation technology. Making decisions and managing resources has become increasingly 

challenging in order to meet the needs of users and enhance the system. Complex problems of 

offloading can be dealt with more competently if machine learning methodologies are used. 

This is because they learn how to predict the future as they learn from the data. In the field of 

offloading, machine learning techniques are used to address such problems and challenges 

effectively [241], [242]. By using machine learning over classical methods, we can take 

advantage of the system's dynamism. If executed in extremely dynamic, real-time systems, these 

effects can be substantial and significant when compared with a classical algorithm that solves 

non-polynomial optimization problems. In the context of today's time-sensitive and dynamic 

behaviour of smart systems, machine learning methods instead of classical algorithms seem 

more beneficial, intelligent, and unavoidable.  

The following section discusses computation offloading in fog. The next step compares 

the advantages and disadvantages of the individual articles, as well as examines the literature 

more closely. 

The study by Guevara et al. [243] discuss regarding QoS constraints for applications 

running via traditional computing patterns like fog and cloud were summarized. In addition, an 

approach to categorizing applications commonly used by machine learning is presented. 

Machine learning is presented from the viewpoint of a professional. There are not enough 

articles presented nor are there enough newly published articles. There is also an issue with the 

quality of the review for the survey, along with its organization. 

Wang et al. [244] classified offloading algorithms into three categories according to 

mobile devices, Edge Clouds, and intermediary carriers. It is the fact that this survey takes a 

holistic approach to the problem that makes it one of the most advantageous. A lack of recent 

publications in related fields hinders the accuracy of this survey. Furthermore, the system 

overlooked some key elements, such as fault tolerance and security, which directly affect the 

overall effectiveness of the system. The process for selecting research review is also not logical. 

The article can pretend the user's viewpoint of QoS and QoE. 

Aazam et al. [18] reviewed offloading schemes for computational standards, fog 

computing, edge computing, cloud computing, and IoT. The authors present a taxonomy of 
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these paradigms. This survey also includes a discussion of middleware offloading. A well-

structured review was conducted by using predefined criteria, and examples were provided for 

each category. Recently published articles are also included in the sample, but two important 

factors are omitted from the review: granularity and mobility.  

Mach et al. [245] describe fog-related usage cases, functionality, standardization, and 

computation offloading at the fog layer. This survey reviews a considerable amount of fog-

related research and articles. Although the article is comprehensive, it lacks organization, such 

as regarding its proposed granularity. Several very significant topics and concepts are also left 

out. The simplified approach also has the disadvantage of losing some generality. Additionally, 

there is no systematic method for selecting research topic. Finally, the article doesn't adequately 

discuss future directions.  

A survey by Boukerche et al. [246] analysed the energy awareness, platforms, and 

schedules associated with Green Cloud Computing and Mobile Cloud Computing. The research 

is further categorized and compared in terms of the offloading process and resource management 

types. A professional view on energy-related issues is presented in this well-organized article. 

This review has some limitations because of the lack of standards in this field. This makes it 

difficult to draw clearly defined lines between emerging technologies like MCC and MEC and 

to describe them precisely. Moreover, the review does not cover all related subjects. However, 

despite examining many reviewed articles, this survey does not include any current articles 

available in the reviewed field.  

Kai Peng et al. [247] analysed some research associated with MEC, including those 

regarding architecture, service implementation, and provisioning. Computation offloading, 

along with data offloading, are considered crucial to service adoption as two fundamental 

elements of the MEC concept. The provisioning of services requires the placement of Edge 

Servers (ES), the implementation of services, and the allotment of resources. Other issues such 

as MEC applications are also discussed. A good number of newly published articles are included 

in the review, which is a plus. In theory, the review doesn't seem to be well organized. There is 

also a lack of technical descriptions for each class and predefined subject, which makes 

describing the literature difficult.  

[248] discussed game-theoretic offloading strategies to decrease the load on edge 

computing environments. Charts and tables also provided a comparison of various elements of 

the literature. The authors present a systematic literature review, the only one covering the topic 
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in an extensive manner. The review incorporates the latest research published in the related field, 

as well. Its biggest flaw is its inability to relate to machine learning techniques, which makes 

sense since that's not its main purpose. 

Moreover, Bin Cao et al. [249]  presented a survey of the fundamental concepts and 

approaches in machine learning applications. Due to a lack of relevant articles, this survey 

cannot adequately address this topic. The research lacks a methodical mode of selecting article, 

which is another disadvantage. Future directions are also not sufficiently developed or addressed 

in this survey.  

The primary purpose of Han et al was to consider and introduce edge intelligence and 

intelligent edges. Applications scenarios from both fields as well as practical implementation 

approaches for deep learning on the edge were discussed [250]. The survey has the advantage 

of providing a professional overview of Machine Learning-based methods, which are widely 

used in the literature. Several recently published articles were also surveyed. The survey did not 

employ a systematic method for selecting research article. 

Additionally, DROO [51] discussed the wireless transmission of power for devices that 

consume a great deal of power. Constrained devices in the network architecture can be served 

by offloading computation to access points. Power transmission and computation offloading are 

achieved by time multiplexing the radio channel. Retraining the model was accomplished with 

DNN and DRL running on an i5 processor with 8GB of RAM. A convergence time of over 30 

minutes was required. 

Upon deeper examination, the complexities of (Multiple Integer Programming) MIP were 

evident. A novel algorithm was developed to train on the same dataset. K-Nearest Neighbor 

proved to be the most promising algorithm between adaptive boosting and K-Nearest Neighbor.  

5.4 System Model 

Defining a topology with fog servers and constrained wireless devices with 𝑁 = {1,2,3, . . , 𝑛} 

outlines the common offloading architecture. A wireless device includes a transmitter and a 

receiver, just as a fog server includes a transmitter and a receiver. Radio frequency signals are 

continuously transmitted and received by a wireless device. As compared with a wireless device, 

the fog server offers greater computing power, greater processing speed, and greater memory 

capacity. Figure 5.2 shows how the wireless device offloads computation to the fog server when 

it needs a high degree of computational efficiency or storage. 
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 A time-division multiplexing circuit divides the system time into equal time frames [51]. 

The time frame allotted to the device depends on several factors, such as the server's state, 

bandwidth, processing power, and location. The server assigns a timeframe to the device and 

makes resources available to compute. The wireless channel gain ℎ  is one of numerous factors 

that we consider to be substantial for offloading decision-making.  

Our assumption is that the uplink and downlink channels are reciprocal and unchanged. 

At every time frame, 𝑇   the access point server transmits the radio frequency signal, and the 

wireless channel gain ℎ  of each device is computed.   An offloading indicator, 𝑂 ∈ (0,1) 

where 1 indicates the ith device task is offloaded, and 0 indicates the task is performed locally.  In 

a local computing scenario [249], the implementation time demanded by the host will equal the 

total computation task divided by the CPU rate of the host as given in equation 1 of chapter 4. 

The Fog node [249] needs time to upload, compute, and respond to the request. In equation 8 

chapter 4, the response time is deliberately omitted, because it is very short, and the data 

offloading time is calculated from equation 11 of chapter 4, where the computation time on a 

host is divided by the computation time on a fog node. The computation time saved on the fog 

node equals the computation time on the host. 

As mentioned in chapter 4, it is possible to determine the time spent on computing the task 

on the host by using equation 1. The time spent on computing a task at the fog is represented by 

equation 8, whereas equation 11 gives the difference in time between the two locations. If 

equation 11 is positive, offloading will occur and if it is negative, host-based computation will 

occur.    

Equation 1 allows us to determine how much time is spent at a host on executing a task. 

In Equation 2, we see the amount of time it takes fog to execute a task. Fog servers and hosts 

compute at different rates, and Equation 3 calculates the difference between them. Task 

offloading is represented by positive values in equation 3, while task execution on the host is 

represented by negative values. 

By using these training algorithms, offloading predictions are made more accurate, 

resulting in early convergence of the topology, which maximizes system benefits. The purpose 

of this study is to evaluate several sets of algorithms, including two prominent learning models 

that have near-optimal execution time and system accuracy. Both adaptive boosting algorithms 

and K nearest neighbour algorithms are employed for computation offloading optmization. 
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5.4.1 Using Adaptive Boosting Algorithm 

Each tree has its own number of leaves and branches, and some trees are taller than others. 

However, the AdaBoost platform allows only a single node with two leaves, which is referred 

to as a stump. A dataset containing 31060 rows and 20 columns is reported by Suzhi Bi et al 

[11]. Rows represent periods, and columns show the number of users during each period. 

 A wireless channel gain is represented by each record. We dispense all these channels 

gain a sample weight of W=1/N, where N is the quantity of records and W is the weight. We 

build a base learner from the dataset and assign equal weights to all users. This data set is then 

clumped according to the number of distinct features in each stump. According to the flowchart 

shown in the Figure 5.4, the proposed adaptive boosting and training optimization algorithm 

consists of the following steps. 

In order to analyze the significance of each tree, assign sample weights to each record, 

then construct a decision tree for each label, categorize the record, and assess the outcome. 

Update the records with revised weights based on the mistakes made in previous decision trees. 

Revise the dataset and replicate the procedure till the number of outcomes matches the number 

of hyperparameters (estimators) and then predict the test data applying the forest of decision 

trees. 

The Gini index of all models is calculated during implementation, and the first base learner 

is selected based on the least value of Gini. Classification is then performed on the samples. The 

model predicts each channel gain; however, some channels are classified incorrectly, and these 

are called errors. According to equation 1, the total error in classification is calculated. 

𝑇𝑜𝑡𝑎𝑙 𝐸𝑟𝑟𝑜𝑟(𝑇𝐸) =
  

   
           (1) 

A base learner's efficiency is measured by its performance as dictated by equation 1 

𝑃𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒 𝑜𝑓 𝑆𝑡𝑢𝑚𝑝(𝑃𝑂𝑆) = log
[ ]

        (2) 

A new weight is applied to records that are incorrectly classified using equation 3.   

𝑁𝑒𝑤 𝑆𝑎𝑚𝑝𝑙𝑒 𝑊𝑒𝑖𝑔ℎ𝑡 = 𝑆𝑎𝑚𝑝𝑙𝑒 𝑊𝑒𝑖𝑔ℎ𝑡 × 𝑒         (3)  

To precisely categorize data, their weights are revised by applying equation 4. 

𝑁𝑒𝑤 𝑆𝑎𝑚𝑝𝑙𝑒 𝑊𝑒𝑖𝑔ℎ𝑡 = 𝑆𝑎𝑚𝑝𝑙𝑒 𝑊𝑒𝑖𝑔ℎ𝑡 × 𝑒         (4) 
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All records have been updated, and their weights should equal 1. Every updated weight is 

divided by the total of the newly updated weight. The frequency of incorrectly classified records 

will be higher in a revised dataset than in a previous dataset. As a result, all records will be 

normalized to fit into the buckets created by the model. Continuing from step one, the procedure 

will be repeated until each stump has been passed through sequentially. Through these iterations, 

fewer errors are introduced, and the data is correctly classified.  

 

Figure 5.4 Flowchart Implementing Adaboost. 

5.4.2 Using K Nearest Neighbour Optimization  

The K nearest neighbour is used for categorizing data based on K hyperparameters, and the 

distances between the labels. The distance between the newly created training record and all 

other records is then calculated. To calculate distance metrics, Euclidean and Manhattan [251] 

methods are employed. According to [252], Minkowski distance can be used to manipulate a 

variety of distance metrics. The distance between a variable X and a variable Y can be found by 

solving equation 8. 
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(∑ |𝑋 − 𝑌 | )
/

                             (8) 

Distance between two points can be calculated using the p-value. 

 p = 1, Manhattan distance selected 

 p = 2, Euclidean distance selected 

 

Figure 5.5 Flowchart Implementing KNN 

By adding up the differences between the cartesian coordinates of two points in equation 9, the 

Manhattan distance between them is calculated. 

𝑑 = ∑ |𝑋 − 𝑌 |                          (9) 
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According to equation 10, a Euclidean distance is the distance between two points in 

Euclidean space. 

𝑑(𝑥, 𝑦) = ∑ (𝑥 − 𝑦 )                             (10) 

 A KNN (lazy) training optimization algorithm involves the following steps, as shown in 

Figure 5.5. To find the most accurate count of K, guess a class label for newly discovered records 

and compute the distance (X, Xi) where i = 1, 2, 3... n. X= new data point, Xi is the training 

record. The Minkowski distance is calculated by using the Minkowski distance method. With 

training records, the Minkowski distance is sorted in increasing order. Select value K from the 

list of important values. Identify the most common class among the selected rows. The record 

will be classified according to its predicted class. 

Diagram Figure 5.6 demonstrates how Euclidean algorithms can be used to calculate the 

distance. It selects the K-nearest data points from the set, where K is an integer. To yield the 

best results, we choose a value of K at random at the beginning, as we are unable to predict what 

value will yield the best results. In our case, we decided to take a value of 40 at the outset and 

then plot the graph of the K value proportional to the error rate later. The appropriate K value 

in Figure 5.9 is 29. The model assigns the data point to the class that contains the most K data 

points based on the two K and P values. By using adaptive boosting and KNNs, this computation 

offloading policy optimization algorithm generates an optimal offloading policy with reduced 

latency, increased accuracy, and minimal memory usage. Table 5.1. An optimization model for 

time-sensitive problems. 

Table 5.1. Implementing time critical optimization AdaBoost & KNN model 

 Input:  A wireless signal gain ℎ  at every time frame 𝑇 , the count of label 

classifier K (I.e.) based on the error rate or accuracy score. 

 Output: Offloading action 𝑂  and the corresponding ideal resource provision 

for every time frame 𝑇 . 

Step 1: Load input and output CSV dataset 

Step 2: Determine the shape of the dataset. 

Step 3: Plot histogram to determine skewness and outliers. 

Step 4: A flattened array has the same type as the Input array and preserves order. 

Step 5: Structure the dataset 

 Convert the dataset into panda’s data frame. 
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Classify the dataset based on binary values 0 & 1. 

Determine the shape of the data frame. 

In case of an imbalanced data frame, balance it using the pandas slicing 

operator. 

Convert the data frame back into a CSV file. 

Step 6: Apply transform feature min-max scaler on the input dataset to bring it in 

scalable range. 

Step 7: Classify test and train dataset, keep randomness value as required. 

Step 8: Apply algorithm to receive the result (Ada Boost and KNN Algorithm) 

Step 9: Use the time function library to determine elapsed time. 

Step 10: Use fit transform to train the model. 

Step 11: Use predict method to test the model. 

Step 12: Apply confusion matrix to know the F1 score and accuracy score to predict the 

accuracy of the system. 

F-1 score = 2 * (Precision * Recall) / (Precision + Recall) 

Accuracy=(TP+TN)/(TP+TN+FP+FN) 

 

5.5 Offloading Metrics 

A model’s performance is determined by the cost function. It can be produced in many ways 

depending upon the problem. The intent of a cost function is either to minimize or maximize 

value. Usually, the marginally optimized yields values in the form of cost, error, or loss, while 

the extremely optimized returns a reward. There are a few offloading metrics: 

1. Energy: A total amount of energy is consumed when the host task is offloaded to the 

fog server, the task is executed on the server, and the results are then delivered back 

to the host. 

2. Latency: The total latency is comprised of the time consumed to transmit the 

computational data to the fog servers, the time it takes for the fog servers to execute 

the task, and the time it takes to return the results to the host. 

3. Response Time: The time it takes for the computational data to be offloaded to fog 

servers and for the result to be returned to the host device.  
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4. Cost: A cost is the operation expense associated with offloading computational data 

to the fog server, executing it, and returning the computed answer. Fog server costs 

are determined by the compute speed, the distance, and the load on the server. 

5. QoS/QoE: A common definition of quality of experience is the measurement of 

various service features and the user's experience, such as the user's needs, their 

intended purposes, and how they interpret the service in a specific context. 

6. Memory: Fog server memory refers to the amount of memory that the application 

uses while running. 

In analysing the decision model of the problem, it is found that among various metrics 

discussed above, the three most influential metric which influenced the offloading ability of a 

system is the accuracy of the algorithm used to analyse it. Secondly, the memory of the 

miniaturized device plays an extremely significant role, as these devices do not have the 

capacity to store large amounts of data. To ensure that the devices function properly, the 

algorithm must generate data within proper limits. Latency is the third metric to consider. It is 

extremely critical that the device responds to a request in a timely manner since a time-sensitive 

application requires it. The three metrics described above determine the algorithm to be used 

for computing offloading optimization.        

5.6 Implementing Adaptive Boosting & KNN Optimization 

Adaptive boosting and KNN optimization for offloading computations entail the following 

steps. At first, input and output are defined, and then a wireless signal gain ℎ   is determined for 

each time frame 𝑇   and the label classifier K (i.e.) is determined based on the error rate or 

accuracy score. The output is a description of each offloading action 𝑂   and the corresponding 

ideal resource provision for each time frame 𝑇 . Input data is loaded into the model and a CSV 

is produced to determine the shape of the dataset.  

The determination of skewness and outliers is shown in Figure 5.6, and a histogram is 

shown in Figure 5.7. The flattened array has the same type as the input array, and it keeps the 

same order as specified in the dataset structure. Panda then transforms the dataset into a binary 

data frame and assigns binary 0s and 1s to each variable. It then calculates the shape of the data 

frame. Data frames that are imbalanced can be balanced with Panda's slicing operator. Data 

frames are later converted to comma-separated values (CSV). The transformation feature min-

max scaling reduces the input dataset to a scalability range when applied. Testing and training 

datasets are categorized, maintaining randomness values whenever necessary. 
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Figure 5.6 Non-Uniform Data Distribution 

 

Figure 5.7 Outliers of input data 

In Table 5.1, an algorithm is described (AdaBoost or KNN Algorithm) for receiving the 

results. A time function library is used for determining the elapsed time. The fit transform is 

used to train the model and the predict method is used to test it. It is determined that the accuracy 

score and the F1 score of the system can be predicted by using the confusion matrix equation 

[253]. 

5.7 Experimental Results & Comparison 

Using the coordinate descent method described in[234], data samples are generated with an 

input and output shape. Histograms are diagrams that show the distribution of data over two 

dimensions. The histogram shows skewness, overlapping distributions, and several outliers, as 

shown in Figures 7 and 8. This flowchart demonstrates how adaptation boosting and KNNs are 

used for optimal computation offloading in the training model. Models based on machine 
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learning are susceptible to outliers. The computing mode is determined by the wireless channel 

level. Using the ravel function, data frames are created by flattening input and output data. To 

more classify it, the binary-value = class (0,1) is applied. To distinguish the dataset shape, we 

assess the labels for class_1 shape (36666, 2) and class_0 shape (118634, 2), which exhibit 

considerable variations in shape. 

 

Figure 5.8 Feature of scaling data 

 

Figure 5.9 Error rate vs K. value 

 A sample dataset is created by randomly selecting 30000 samples of each class labeled 

0 and 1. A distribution plot is used to visualize the input data. Using the min-max scaler 

function, each feature is scaled to a range, and the transformed feature is then applied as shown 

in Figure 5.9. Fog environments provide options for data offloading, with n being the number 

of users. In order to train the model, a variety of algorithms are implemented, such as coordinate 

descent and deep reinforcement learning. Based on the accuracy, training time, and network 
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latency, we compare the two most efficient algorithms AdaBoost and KNN. Adaptive boosting 

and KNN optimization algorithms are first used to train the model. The random forests model 

increases accuracy and works as a base estimator; it handles variance and prevents overfitting. 

.  

Figure 5.10 Training Latency 

 

Figure 5.11 Memory Utilization 

 

Figure 5.12 Accuracy Score 
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It provides accuracy to the model, and it works as a base estimator; it handles variance in 

the model prediction and prevents overfitting. The confusion matrix shows that the time taken 

to train per sample is 0.017s, and the accuracy score is 0.94. 

Table 5.2. Cumulative decision-making algorithmic analysis 

Metric System Accuracy Application Profiling Latency Incurred 

DNN-DRL[51] 0.99 279.57 0.032 

Coordinate Descent[234] 0.85 328.43 0.150 

Adaptive Boosting 0.94 625.00 0.017 

KNN 0.99 164.11 4.7E-07 

 

Furthermore, the false positives and false negatives have been reduced substantially since 

there was so much overlap in the data distribution before. Working on a dataset of 20 users, the 

wireless channel gain ℎ  is the only factor based on the system configuration, presuming other 

factors are static. 𝑂  is the offloading indicator. As shown in Figure 5.9, the K value is identified 

after plotting the graph of error rate after training the model using K-NN optimization shown in 

Fig. 5.9.  

The Euclidean algorithm is used for distance computation. The KNN algorithm is deemed 

to be the most optimal one based on a cumulative decision-making algorithmic analysis of the 

different algorithms, as shown in Table 5.2. This is the metric-wise description of the KNN 

algorithm. 

Based on Figure 5.10, the training latency for KNN is 4.7E-07s, whereas DNN DRL takes 

0.032 seconds, Coordinate Descent takes 0.15 seconds, and AdaBoost takes 0.017 seconds. 

According to Figure 5.11 the memory consumption of the application after profiling with DNN-

DRL is 279.57MB, Coordinate Descent consumes 328.56MB, AdaBoost consumes 625MB, 

and KNN consumes 164.11MB. According to Figure 5.12, KNN has an accuracy score of 0.99, 

coordinate descent 0.85, AdaBoost 0.94, and DNN-DRL 0.99. 

 Using all three graphs Figure 5.9, Figure 5.10 & Figure 5.11, and the cumulative 

comparison Table 5.2, we conclude that the K nearest neighbour algorithm provides the best 

accuracy, the lowest latency, and the lowest memory utilization. 
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5.8  Conclusion 

The chapter presents an optimized computation offloading algorithm that utilizes K nearest 

neighbours in order to maximize network computation rates. In comparison to conventional 

methods of optimization, such as coordinate descent, DNN-DRL, and adaptive boosting, the 

KNN algorithm learns the offloading value in record time. This allows for the generation of 

near-optimal decisions, leading to system optimization. As a result of the intricate data patterns 

involved, deep learning models are very expensive to train. In addition, fog computing and 

computation offloading have not yet been standardized, which gives researchers plenty of room 

to explore and experiment without following predetermined rules. Ultimately, we hope to 

optimize wireless communication by using multiple parameters for resource allocation and 

offloading decisions, which will make it more efficient. 

 



 

 

CHAPTER-6 

Implementing Hybrid Cluster Algorithm in Computation 

Offloading  

 

6.1 Introduction     

                                                                     

A fog infrastructure as shown in Figure 6.1 is distributed and decentralized in contrast to a 

cloud infrastructure that is centralized. A fogging implementation can provide numerous 

benefits to IoT-based systems, Big Data analytics, and real-time analytics [254]. Fog 

computing's low latency is a significant advantage because it is positioned closer to users' 

devices. Furthermore, bandwidth will not be a concern since the pieces of information will be 

aggregated at different locations rather than sent over a single channel [255]. Data collection 

and processing through the cloud and edge devices are very helpful and necessary for the 

operation of a network. We are facing a period of information overload, and one of the most 

effective tools to deal with it is computational offloading. Several time-critical applications, 

such as autonomous vehicles, and healthcare solutions, require computing machines to be 

located nearby the user device.   

 
Figure 6.1 Extended Hybrid Decision Model Architecture 

To accomplish the task, a fog topology was created, and the computation was delegated 

to the fog server via an external network. Processing capacity improved as well as hardware 
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limitations, such as storage and processing power, were addressed. Also, the task was 

completed faster and more efficiently [256]. 

The chapter is divided into six sections: section 2 provides an overview of related work; 

Section 3 outlines the proposed system architecture; section 4 provides details on the 

experimental setup; section 5 describes results; and finally, section 6 outlines future directions. 

 

6.2 Literature Review 

It is possible to store, process, and manage data in the cloud for an extended period of time, but 

often, accessing the cloud layer to communicate or retrieve data increases network time and 

uses increased network bandwidth since all other applications are affected [257]. Nodes in the 

fog reduce latency because they bypass frequent cloud accesses; it is a distributed network that 

is related to cloud computing and illustrates the concept of two different environments being 

connected by a network. Cisco introduced this cutting-edge computing method in 2005, 

enabling enterprise networks to extend up to the edge of the cloud [258]. 

 

 Fog environments include hosts, fog servers, and clouds [222]. The IoT layer is 

responsible for collecting and sending data produced by devices to the Fog layer. A fog layer 

serves as a link between the cloud and the Internet of Things. Fog devices are contained in this 

layer. They handle data and transmit solutions to a cloud server for archival purposes [259]. 

Individuals or organizations can contribute idle resources to a Fog environment to process 

applications. By charging users based on usage, providers should deliver resources in a manner 

that benefits both parties [260]. A few initiatives have been undertaken to advance fog 

computing, including the Open Fog Consortium, but it might be described as a source of 

decentralized computing power that allows remote computing services to reach the edge. 

 

 In [261], the simulations showed that the cloud-only configuration consumes 2.72 

percent more energy than the fog configuration, illustrating the need to adopt an energy-aware 

distribution strategy. Simulations were conducted in order to analyze how mobility support 

impacts offloading [70], [262]. The offloading policy may vary depending on many factors, 

including processing power, latency requirements, turnaround time, deadlines, transmission 

capacity, power limitations, and execution cost. Most of the work has relied on mathematical 

models rather than simulating and analyzing proposed methodologies. As a result of the 
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simulations presented in [84], [261], [263]–[265] the various performance parameters are 

optimized. Every simulation is centered around a single performance parameter. The study in, 

[84], [266] is the first study to incorporate multiple performance parameters at once. 

 

In [20], Awaisi et al. describe efficient parking systems using the ifogsim model to 

minimize latency and network usage. In their study, they compare deployments using cloud-

only versus fog-based deployments. In the system specifications, however, there is a serious 

problem: the communication bandwidth provided to the system differs significantly. The 

results show that fog-based computation offloading performs better than cloud-based 

deployment, and they are very different. Therefore, a cloud-based description is inaccurate and 

is not suitable for implementation.   

 

The literature review indicates that most of the policies under review don't correlate as 

they work under different constraints, use different testing scenarios, and use different 

simulations. Moreover, there is no standard for fog architectures, so comparing various policies 

is virtually impossible. Currently, fog computing does not have a standard protocol, although 

the Open Fog Consortium expects Open Fog Architecture [267] to be the standard for 

developing fog-enabled architectures. 

 

6.3 Proposed System Architecture 

 As illustrated in Figure 6.1, the recommended design consists of three layers. The cameras 

above the observation slots are in the first layer and are responsible for taking photo data of the 

area and determining whether it is crowded. Microcontrollers are used to connect fog nodes to 

smart cameras in the following layer [268]. A third tier is comprised of a cloud-connected fog 

server that manages and stores the data associated with images for a longer period of time. As 

shown in Figure 6.1, the LED screens will display a message indicating whether people are 

maintaining a safe distance from each other, using LEDs installed around the area. Likewise, 

the automatic system [269] will help authorities determine whether the public around them is 

following the distance protocol. The smart cameras used for surveillance are positioned in 

multiple locations to cover a larger area. The fog nodes and cameras are linked by a 

microcontroller in this architecture [270]. On a periodic basis, fog devices communicate with 

the cloud and send tasks there. If the LED indicates that there has been an infringement for a 



 

85 
 

set period of time, the administrative control office will be notified. They can then act against 

the violators.  

 

Every surveillance area is equipped with fog nodes connected to a central cloud server. 

Fog nodes have the same latency and network usage, but if the data is uploaded and retrieved 

from a consolidated cloud server, the upload time and the network usage will increase to a 

point. However, if the number of fog servers is not increased and the topology experiences a 

delay in execution, then the extended hybrid cluster algorithm will ensure that the 

computational data is transferred to the cloud. Data clustering is an effective method of 

disseminating information in cloud and fog computing [271], [272]. Figure 6.1 illustrate how 

the projected architecture works in the following sections. 

Camera Layer 

A smart surveillance system's Tier-1 components include the microcontroller chip and cameras. 

Based on the distance between people, the image processing approach of the camera works 

best for identifying and assessing the region [271]. As part of this exercise, we evaluate the 

latency and network utilization of fog and the cloud. By using the chip, surveillance images 

captured by the camera can be transmitted to the fog node, where they are further processed. 

As soon as the image procurement process is complete, RGB image segmentation is performed, 

and the RGB data is converted to greyscale, then the image is optimized by thresholding 

techniques [273], followed by the acquisition of a binary image for segmentation. 

 

Fog Layer 

In the fog layer, there are routers, gateways, access points, base stations, fog servers, etc., called 

fog nodes. These are located at the edge of a network. An edge can be a hop distance from the 

end device. They are located between the end device and the cloud data center. They can be 

static, for example in a bus terminal or coffee shop, or they can move, for example within a 

moving vehicle. Fog nodes ensure services to the end devices. It can compute, transfer and 

store data temporarily. Fog nodes and cloud data centers are connected by IP core networks, 

which enhance processing and storage capabilities by allowing interaction and cooperation. 

According to the proposed architecture in the chapter, tier-2 is the middle layer between the 

camera and the cloud [274]. To monitor the surveillance area's status, smart LEDs at the venue 

and the authority office display the status based on the fog information. The microcontroller 
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gathers the image data through the smart cameras. For a specified amount of time, data is stored 

on the fog node before it is transferred to the cloud. Fog computing infrastructure [275] enables 

you to execute, analyze, and process the concurrent data of the surveillance region through a 

layer between fog nodes and the cloud. 

 

Cloud Layer 

At Tier-3 in the proposed framework, the cloud servers process the image data when the fog 

nodes are heavily affected by the workload, and proxy servers are used to enable interaction 

between fog and cloud servers [276]. When we take into consideration how diverse edge nodes 

really are, interoperability is one of the most important features of fog computing [277]. A fog 

node's resources are shared across adjacent fog devices so that each can satisfy its computing 

and memory requirements [278]. Our scenario assumes fog nodes can exchange crucial 

information with neighboring ones through a proxy server. Due to the inherent characteristic 

of interoperability [277] communication between fog nodes won't be adversely affected by 

latency. In the case where the fog layer is extremely clogged, the extended hybrid cluster 

algorithm will easily transfer the data to the cloud, as shown in algorithm 1.  

 

Algorithm 1. Computation Offloading using Extended Hybrid Cluster Algorithm 

Input feed: File of User App task, Fog servers, and Cloud server 

Output feed: Assigning user task to fog or cloud server 

1. For R  ROUTES do across all network routes 

a. Task_Allocated= {} 

b. load=0 

c. Threshold_Count=N 

d. for task T  User_Application do (T=T1+T2+. . . +Tn) 

1) T1 is placed on FR 

a. if n

req Thres

T FCPU CPU then 

i. Place Tn on device F 

ii. Add T to Allocated 

iii. Break 

b. end if 

2) load=load+ 
req

TCPU  
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e. end for 

f. for task TUser_Application do 

1) if T not placed on FR and
avail Thres

F TCPU CPU  

a. Place T1 on Device C 

as
avail

CCPU   

b. Keep Adding Tn to allocated 

c. Break 

2) End if 

3) Load=load+
req

TCPU  

g. end for 

2. end for 

 

By using the Extended Hybrid Cluster algorithm, several components are located on one 

computing node. This will reduce the overhead of intercommunication between various 

application modules [279] and save energy [277]. Using the extended hybrid cluster algorithm, 

radio spectrum utilization is reduced through computation offloading [280]. The network 

topology consists of fog devices, which have been arranged randomly in levels based on their 

association with other fog nodes. As we advance in the network architecture, we should expect 

to increase the computing power of fog devices. 

There are user nodes U, fog server F, and cloud server C. There will be various 

application modules at each node called Tasks T, and fog and cloud routes are called Routes 

R. When a user chooses to offload its task to a fog server, then all the tasks of the user 

application should be offloaded to only that single device based upon the uniquely derived 

threshold value, or it should be offloaded to cloud servers. Figure 6.2 shows the topology of 

smart surveillance cameras connected to fog and cloud nodes through proxy. Assumedly, cloud 

computing has infinite processing power [292]. To keep track of the total amount of tasks 

allocated, a task allocated list is created. To determine the load exerted on the computing 

system, a load variable is initialized. 
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Figure 6.2 A topology of smart surveillance cameras, fog servers, proxy servers, and cloud servers. 

 

6.4 Experimental Setup 

During our simulation, high-definition smart cameras are used to take pictures of the 

surveillance area to determine the presence of a crowd and to recognize faces [281]. Through 

a network medium, the images are later sent to the cloud or fog node to process and detect the 

region's status. The results are displayed on the LED screen attached to the fog server. The fog 

nodes and cloud servers are connected through proxy servers. These servers act as a middleman 

between the fog and the cloud. One fog node was allocated to every region. Due to the fact that 

the cameras are smart and are connected by means of a microcontroller, we treated them as 

sensors based on the simulation environment described in [282]. To test the results for different 

situations, we added a large number of cameras. The study examined the effect of adding more 
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cameras to a fog node on the amount of latency and overall network utilization. Here is a 

diagram representing the topology designed by iFogSim for evaluating fog setup findings 

 

Table 6.1 Parameter Configuration of the various devices 

Parameter Fog Proxy Cloud 

CPU (MIPS) 2000 3000 50000 

RAM (MIPS) 4000 8000 40000 

Up Bandwidth (MB) 5000 5000 5000 

Dw Bandwidth (MB) 12000 12000 12000 

Device Level 2 1 0 

Rate/(MIPS) 0.0 0.04 0.01 

 

The formation of fog nodes, which are responsible for determining crowd status, is 

increased as the number of surveillance regions increases. Fog servers will experience 

increased latency and network usage as the number of cameras and screens increases. The 

processing is done at fog nodes, so the cloud is not burdened with computation, and thus the 

load on the cloud is reduced significantly. The latency and bandwidth consumption of cameras 

that are directly connected to a cloud server via a router is greater. Network latency does not 

become an issue as long as all regions have their proxy servers connected to the cloud via a 

router.  

 

It is assumed that the cloud can process any task assigned to it in a minimum amount 

of time [283] because of its infinite processing power. In Table 6.1, a simulation of a scenario 

based on fog and cloud servers presents several parameters related to setting up cloud, proxy, 

and fog servers. As well as processing ability and RAM, configuration parameters include 

bandwidth, rate, and cost of million instructions per second (MIPS), busy power, and idle 

power. Multiple cameras and LEDs are connected to the router for performance monitoring as 

part of a cloud-based performance evaluation scenario. In Table 6.2, the network latency 

incurred while communicating with the router is mentioned. Simulated images were taken 

continuously with smart cameras in each surveillance area as the cloud and fog were switched 

in the same network configuration with varying computational data. 
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Table 6.2 Network latency between devices 

Device-Device Latency 

Sensor Edge 1 

Edge Actuator 1 

Edge Proxy 5 

Proxy Cloud 100 

 

6.5 Experimental Results and Comparison 

Our objective in this section is to compare the architecture at two levels. The first part of this 

study discusses the execution time for the proposed fog computing architecture, followed by a 

comparison with cloud computing implementations [284]. A smart parking system will be 

compared to our proposed model on a second level [271]. As the simulations progressed, the 

number of data nodes in the proposed model increased. With the addition of eight regions and 

eight smart cameras per surveillance area, we have reached 64 smart cameras in the fog 

network. 

 

Table 6.3 Cloud and fog execution latency using hybrid cluster algorithm 

Smart Cameras Cloud Latency Fog Latency 

4 667 528 

8 1076 835 

16 1551 1277 

32 2483 2136 

40 2809 2588 

48 3117 2835 

64 3950 3858 

72 4063 4380 

80 4195 4765 

88 4505 5078 

96 4908 5510 

104 5199 5986 

 

In the cloud application, the same number of cameras were compared to those in the 

dense application, and the results showed that the cloud appeared to have a slight advantage 
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over the fog. Comparing fog-based implementations to cloud-based ones, experiments 

demonstrate that fog-based implementations establish low latency and a low execution time at 

the start.  

 
Figure 6.3 Computation offloading execution comparison for cloud and fog server. 

 

As shown in Figure 6.3, there came a point where 64 smart devices were active, but the 

execution time in the fog server kept slanting. A cloud server, on the other hand, which has a 

vastly higher computational capacity, significantly reduces the execution time in comparison 

to a fog server. As can be seen from Table 6.3, a total of 24 simulations were conducted, with 

the number of cameras varying from four cameras per region to 104 cameras spread over 13 

regions, each with eight cameras. According to Figure 6.3, cloud offloading execution times 

have stabilized against fog nodes. In the extended hybrid cluster algorithm, it is proposed to 

calculate the threshold[285] value of the fog server according to the payload tuple type and the 

network tuple length. As the number of devices increases, the computation time on the fog 

server [286] increases until it reaches a threshold value, at which point the cloud server [287] 

is switched to offload the computations. Figure 6.3 compares the execution time graph of the 

fog-based execution with the results of the cloud-based execution. 

 

A smart parking system is used in the second comparative scenario [271]. The fog 

computing method is intended to improve latency and reduce network usage. By using iFogSim 

to minimize network usage and latency, the results were compared to those of cloud-enabled 

deployments.  
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Figure 6.4 Execution Latency comparing cloud and fog 

 

In Figure 6.4, we can see the significant reduction in latency associated with fog-based 

implementations. It should be noted, however, that this system has one major flaw, as can be 

seen from the graph in Figure 6.4, which rises dramatically after 42 devices are added. A cloud-

only approach has a bandwidth of 100 megabytes, whereas a fog-based approach has a 

bandwidth of 1000 megabytes, while both rely on wireless transmission. Because of this, the 

effectiveness of the parking system cannot be determined, and comparative analysis is 

impossible. 

 

6.6 Chapter Summary  

Recent decades have seen a tremendous acceleration in technological advancement. The 

proliferation of devices has flooded almost every aspect of human existence with enhanced 

functionality. Integrated microdevices such as smart grids, smart health systems, smart parking, 

and smart farming generate a great deal of data that can be integrated, analyzed, processed, and 

stored. It is therefore necessary for time-critical applications to install a fog server with a 

reasonable capacity to process these data natively. There are several factors that can influence 

the decision to offload tasks from the host to the fog network. iFogSim is used to simulate fog 

offloading in the proposed research. The processing capacity of fog nodes and the threshold 

value are determined based on factors such as CPU length, memory, uplink, downlink 
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bandwidth, power consumption, and rate per million instructions per second (MIPS). The 

proposed algorithm determines whether a task should be offloaded to a fog network or cloud 

server by examining the state of each node in the fog network. This research addresses the 

problem of offloading computations in a novel way. To reduce the communication time 

between devices, the algorithm also ensures that all fragments of tasks are assigned to a single 

device. 



 

 

CHAPTER-7 

Conclusion and Future Work 
 

As we introduce the optimization for computation offloading in chapter 1, we also explore the 

need for computation offloading in Internet of Things applications. The chapter introduces all 

of the included chapters of the thesis and the fog computing architecture. The topics covered 

include the classification of nodes that operate on the edge, offloading scenarios in fog 

computing, as well as motivation, objectives, and significant contributions to the field. 

Chapter 2 presents the background of computation offloading work related to the 

framework for computation offloading in a fog environment. The two main types of 

computation offloading algorithms in a fog environment are model-based and model-free. 

Because of its limited resources and high service levels, the device cannot meet the demands 

of the task. The technology used for edge computing offloading allows tasks to be transferred 

to the cloud where resources are sufficient and superior. By addressing these shortcomings, 

traditional networks will be able to function more efficiently than before. In response to the 

insights gleaned, the categories of research were discussed.  

Chapter 3 discusses the technologies and tools used and the needs for data offloading 

modeling and analyzing the behavior of a system over time, it is accomplished using existing 

systems and its simulation models. In order to apply cutting-edge technologies to real systems, 

it is imperative to test them through simulation tools. From the cloud computing simulation 

tools to fog computing studies, these tools are adopted to meet the evolving requirements. 

In Chapter 4, we discuss a mathematical model of computation offloading that is designed 

to offload compute-intensive tasks from a data source. To predict the outcome, the proposed 

time and energy equation is calculated using algorithms and thresholds at the data source. This 

chapter offers a low-latency, energy-efficient way to offload computations to mobile devices. 

Ultimately, offloading of computing was meant to reduce the time and energy requirements. 

The results of a mathematical model showed that dynamic computation offloading could 

reduce energy consumption, completion time, and costs associated with mobile edge 

computing. 

Chapter 5 discusses computation offloading optimization using KNN. The computation 

offloading enables new applications such as surveillance, traffic awareness, automatic driving, 
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industrial automation, and augmented reality. The capability to analyze enormous datasets and 

make sensible, educated decisions is one of the most interesting aspects of these upcoming, 

high-tech applications. We discussed several offloading methods, including device-to-device 

and device-to-other entities during our discussion in the chapter. There are three standard 

metrics used most often in literature: energy consumed, memory occupied, and latency incurred 

by the offloading architecture. A number of other factors are discussed as well, including 

quality of service, load balancing, and intensive usage. There are a variety of approaches taken 

by the chapter, including an exact strategy, an analysis strategy, a policy strategy, a heuristic 

strategy, and a case study strategy. 

In most of the studies, reinforcement learning techniques like DQN and DDPG were used, 

which takes an environment's model and adopts it immediately instead of requiring the learning 

agent to take the environment's model. As a conventional approach, the Greedy method is 

preferred since it can still converge even with insufficient environmental information, even if 

it gets trapped in local minima/optimal. Algorithms based on machine learning produces near-

optimal solutions faster than conventional optimization methods. 

Fog computing has three major problems, application partitioning, task distribution, and 

execution. The fog node offloads compute-intensive tasks from a data source. Based on 

algorithms and thresholds, a calculation for the proposed time and energy equation was made 

at the data source so that a decision can be predicted. By using the fog node instead of the data 

source, we propose a time efficiency equation that shows how effective the computation was. 

In spite of working on the offloading principles while considering energy and time, none of the 

research address the issues of fog computing security. In order for fog computing to gain market 

acceptance, it is apparent that quantitative security requirements need to be outlined. The fog 

has another drawback: the way the host and node behave statically. Extensive research can be 

conducted to make the fog topology dynamic. 

In chapter 6, hybrid cluster algorithm in computation offloading, we present an optimized 

computation offloading algorithm that employs K nearest neighbors to maximize network 

computation rates. Comparing the algorithm to conventional optimization algorithms such as 

coordinate descent, DNN-DRL, and adaptive boosting, allows the offloading value to be 

learned in record time. As a result, decisions can be made near-optimally, and system 

optimization can be achieved. Due to the complexity of the data patterns, deep learning models 

are extremely expensive to train. The use of fog computing and computation offloading is not 
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yet standardized, so researchers have the freedom to explore their ideas and experiment without 

following predetermined rules. 

 

Especially in time-critical applications, fog computing has recently gained importance. 

As more data is generated, faster responses have become even more crucial. Our smart crowd 

surveillance system uses fog computing to accurately identify the status of a region, allowing 

the administrative authorities to manage a region efficiently during the minimum time. Fog-

based architecture and cloud-based architecture are compared at a threshold level. The results 

show that fog not only minimizes latency but also lowers network usage. As more cameras are 

added, network traffic increases, which puts additional strain on the server. Because of this, the 

extended hybrid cluster algorithm switches automatically to cloud mode for computation 

without affecting the normal operation of the topology. Thus, offloading from fog servers to 

cloud servers can be seamlessly and automatically accomplished. 

While discussing the future scope of the research, using cameras to monitor crowds may 

cause privacy issues for visitors because the images are being stored in the cloud. However, it 

is essential to protect the confidentiality of cloud files by using appropriate encoding methods, 

and this will be a viable future research objective. It is also imperative to note that with the 

increased number of surveillance areas, the massive implementation of the new structure will 

necessitate further use of fog computing technology for providing competence.  Finally, we 

hope to use multiple parameters for resource allocation and offloading decisions in wireless 

communication, which will further improve the efficiency of wireless communication. 
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